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Security | In Csnfidence - | Tracking | 1328 17-18
classification: number:
Purpose
This briefing seeks: @
) to ic?form you of concerns raised regarding certain data on& anies Regls'
an

. your approval to undertake further public consyiat % hange in a
listing directors’ residential addresses on the-Cox id9 Reglster

Executive summary \ a

The Companies Office administers the Cgp \Eyeglster The }iés Register is a public,
electronic register containing a record of a mpanies reg ew Zealand.

dg governme
; ons and m
Companies Register to r¢sea ] 2 SNyt
with. To do this, use o%. arch us 3 of a particular individual and, at times,
search using the -% address of ! Adivi i

\ e e Identlflx iMNissues with the current data available on the

ctiveness:\he way Wiformation is entered on the Companies Register may result
' s€acche g incomplete or containing irrelevant information.

Users of the Companies Regi
Register in the course of thei

Users and

y changes support the objectives of the Companies Register regime, namely:

. ransparency: It is important that information on the Companies Register helps
usinesses and consumers to identify who they are dealing with and supports the
enforcement of law.
[ ]

Privacy: Only necessary information should be required to be publically disclosed.

. Efficiency: It should be easy for users to access the information they require and for
directors to supply the required information. Administering the Companies Register
should be administratively efficient for the Companies Office.

We have identified two potential, complimentary responses to the issues identified above. They
are:

. Introduce a director identification number (DIN): A DIN is a unique identifying
number assigned to an individual director. A director would be required to verify their
identity before they are issued a DIN. The DIN then acts as an enduring number which
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each director would have through their life and would be recorded against their name
on the Companies Register.

) Allow directors to have a public address for service instead of their residential
address: Directors would be able to provide an address for service to appear publicly
on the Companies Register.

Either of these responses alone may negatively impact on one or more of the objectives of the
Companies Register regime. However, we consider in combination (ie introduce a DIN and allow
directors to have a public address for service) these responses would be effective in supporting the
transparency, privacy and efficiency of the Companies Register.

We have previously consulted on introducing a DIN and the majority of submissions supported the
proposal. However, we have not consulted on changing the approach to residenti
This briefing seeks your approval to begin working on a discussion document
changes to publishing directors’ residential addresses on the Companies

Recommended action
The Ministry of Business, Innovation and Employment rec % tyou

a Note concerns have been raised regarding the and pnva rmation
published on the Companies Register.
3 b Noted

b Note officials consider that a f introducing, ir;:o 'dentification number and
allowing directors to provid@

ess tor service(igag pitor to address these issues.
% Noted
c Note key feat ctor identi .v er have already been consulted upon.
Noted
d cials to begin a discussion document which, subject to Cabinet’s

Ywould be r sed toseek the public’s views on the possible changes to publishing
Q rs’ resnde es on the Companies Register.

% Agree / Disagree

|scussmn document will be provided to you in March 2018 for your approval

Q@i
S@%

Gus Charteris Hon Kris Faafoi
Manager, Business Law Minister of Commerce and Consumer
Affairs
SOdenary 208 [ooid oo
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Information on the Companies Register is used to identify and
connect directors

Background

1. The Companies Office (CO) administers the Companies Register, a public, electronic
register containing a record of all companies registered in New Zealand, as well as details of

companies that have been removed from the register. The Companies Act 1993 (the Act)
requires that each company’s record includes:

o details of the company, including its registered office, address for service and
incorporation date

o the full name and residential address of each director @ &
e the share allocation, full legal name and residential address y's
shareholders’ and
e the ultimate holding company? (if any). %
2.  Attached to each record are documents filed with the nolbding annuatTe
director consent forms®. The Act requires that théres cluding al ¢ .% &
\-% er o suppr Nl

be publicly accessible. The CO does not hav
except where ordered to do so by the ¢
3.  Users of the Companies Register inghyde ‘ why search the Companies
Register in the course of theirinvestigati WOk & third parties who may
] w esearch an indiyidtal §h\company they are considering
2rs often sed 3 ame of a particular individual

search the Companies Re
and, at times, sear S g'résidential adqg particular individual.
Stakeholders h i oncern t ata available on the Companies
Register
4. Th in ns that st ve raised regarding the data available on the
egister relate
* ectivene a%
o~ privac %

5. Thes% er e discussed in more detail below.
Effe

on it, must
information,

ers“are concerned with the effectiveness of using names and residential addresses to
nect individuals from their own data sets or across the Companies Register.

Searching by a name, alone, is not always sufficient, as multiple individuals may legitimately
share the same name. For this reason users will sometimes search for a residential address
in conjunction with a name. In either case, difficulty arises when directors are listed with a
variation in their name eg a director of one company may be registered as Joe Bloggs and in
another company as Joe Alan Bloggs. Further difficulty arises when there are variations in

'For unlisted companies, only the largest 20 shareholders are on the record, the remainder are upioaded in a document
attached to the record. For listed companies, only the largest 10 shareholders are listed on the Companies Register. The
full share register of every company must be held by the company and made available upon request.

2 An entity which has ultimate or overall control of the company. This control may be direct or via a number of intervening
subsidiaries.

This form is physically signed by each director upon appointment. It confirms the director consents to their appointment
and is not disqualified from being a director.
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the listed residential addresses. The variations in names and addresses may be due to
legitimate reasons (eg data entry errors, or if the director has moved and not yet updated
their address in each place it appears) or less legitimate reasons (eg the director deliberately
uses variations across their portfolio to hamper being connected to their other companies).

8. In these situations, the user’s search may not provide them with the full picture or an
accurate data set.

Privacy

9.  Onaregular basis, the CO and the Institute of Directors (loD) receive complaints from
directors and their representatives, regarding the publication of directors’ residential

addresses. We have also been approached directly by ANZ, as some of their clients have
similar concerns. @

10. The concerns of directors are largely centred around:

a. Directors with security or safety concerns due to thei@is group

includes directors whose companies are high profile hose
in activities which some people morally object to
drilling, or tobacco). These directors fear that t

could be personally directed at them or thejrfan
their residential address. @

gbncerns. T %tors may have
as dome rotagction orders or

ifg in occup ‘ h may give rise to
alfefelt: king with violent offenders).

eSidentjal-address may be a personal
5 pOsition, knowing their residential

eCfor them becoming a director.

b.  Directors with personal securi
court orders against another indi
restraining orders or they may
personal safety concerpg

security concern.
addresses wi

are accessible to any person, and software codes
e. Many directors are concerned that this information

targeted g e by individuals objecting to the practices of the business they were

inv h_One such instance was in Washington D.C., USA. The animal rights
i nPeople for the Ethical Treatment of Animals (PETA) objected to animal testing
aken by the National Institutes of Health. PETA organised protests outside a director’s

@ me-and sent letters to neighbours sharing his personal information.

ctives of the regime

12.  Itis important that any changes support the objectives of the Companies Register regime,
namely:

» Transparency: It is important that information on the Companies Register helps
businesses and consumers to identify who they are dealing with and supports the
enforcement of law.

e Privacy: Only necessary information should be required to be publicly disclosed.

% Contained in the Director Consent Form.
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o Efficiency: It should be easy for users to access the information they require and for
directors to supply the required information. Administering the Companies Register
should be administratively efficient for the Companies Office.

13. Part of the trade-off of having the privilege of limited liability through a company, is the
expectation that a company will be transparent in its activities and ownership. An
environment of trust, transparency and accountability is necessary to foster long-term
investment, financial stability and business integrity. However, this must be balanced against
an individual’s right to privacy and their desire to separate their professional life from their
personal one.

Potential actions in response

2
14. There are two potential actions we could undertake to address the priva \@ctiveness
concerns: ( g
nige ident

¢ Introduce a director identification number (DIN): A DIN's ifying
number assigned to an individual director. A director, d be teguired to verify t

identity before they were issued a DIN. The DIN actasane g hurpber
which each director would have through their li Id be recorde  their
name on the Companies Register. A possi or obtaining ttached

at Annex 1. \
e Allow directors to have a publi service i% heir residential
S

address: Directors would be vide an addre§s.Je ice to appear publicly
on the Companies Register.

<

Introduce an identificatio
Background to DINs
15.

16.
DI al privacy implications.
17. ideRkconsultation on these two issues was undertaken in May 2017, with the release of a
scussion document. 13 submissions were received in response to the discussion
cument. 11 submitters supported the introduction of a DIN. Submitters included the loD,
New Zealand Shareholders Association, Charted Accountants Australia & New Zealand, two
major banks, two insolvency practitioners and the Council of Trade Unions. The views of the

two submitters who disagreed with introducing a DIN are discussed further in paragraphs 24
and 25.

18. Following the feedback from submitters more work was undertaken on the potential design of
a possible DIN system.

® 16 submitters supported the proposal, 3 were unsure and 1 submitter opposed the introduction of a DIN.,
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Benefits of a DIN
19. ADIN is likely to support transparency:

a. A DIN would help to combat the deliberate misuse of companies or attempts to
disguise a director’s identity or links with multiple companies. Submitters noted
that it is currently possible for someone to deliberately misspell their name to try to hide
their association with a number of different companies®. As a DIN would involve identity
verification, it would be more difficult for users to disguise their identity through different
spellings to avoid being linked with numerous entities.

b. A DIN would improve the integrity and reliability of information on the
Companies Register. Submitters thought increased verification of directors’ identity
would provide greater certainty to users about the accuracy of the regist@r. it was seen

as bringing New Zealand into line with international moves to incre sparency
and accountability. @

c. A DIN may help to reduce compliance for Anti-Money % (AML)
reporting entities’. In their submissions, AML reporti ntities such as B
supported the introduction of a DIN where it coul
requirements. If a director uses a RealMe:Verifi

with their AM

verification requirements under AML.
government agencies® a DIN may opty

20.

aOn the register, instead of against each
g time as they could quickly identify if

aeial Intelligence Unit saw a DIN as providing another
eing used to launder money. It would also be quicker
one director for a large number of companies. This could
% a "nominee director” which is a common feature of shell
2 mpanies themselves are not illegal, however, they are common
prahrillegal activities.

b. |( opldd help regulators to better link their data to records on the Companies
‘ r We spoke to several regulators, including regulators within MBIE (eg. Labour
spectorate), Inland Revenue (IR) and Worksafe. If they were able to collect a DIN as

art of their data collection process, it might be easier for them to match their records
@ to those on the Companies Register.

® This is an offence under the Companies Act, however, it is difficult to enforce.
7 AML reporting entities are entities, such as banks or casinos, which have reporting obligations under the Anti-Money
Laundering and Countering Financing of Terrorism Act 2009.

Inland Revenue, Ministry of Justice, Financial Markets Authority, Department of Internal Affairs and Reserve Bank of
New Zealand)

In this context, nominee directors refers to third parties who are presented as the director of a company but are acting
on behaif of someone else or the control of the company is vested elsewhere. Nominee directors are often used by
companies engaged in illegal activity. The term “nominee director” is not used in the Companies Act.

'% Shell companies are registered companies that are used to conduct transactions (eg open bank accounts and transfer
funds or purchase assets) but undertake no business activities.
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21. A DIN may also enable other actions which would support both privacy and efficiency:

a. Electronic identity verification may be extended to other functions such as

Costs
22,

allowing directors to provide their consent electronically. When someone is
appointed to be a director they must complete and physically sign a form confirming
that they consent to be a director of that company and that they are not disqualified
from being a director. This form is manually processed by the CO. The identity
verification/login process of the DIN may allow director consents (and other functions)
to be completed online.

of a DIN

However, a DIN alone may add to privacy concerns:

a. Connecting directors across different registers or data source
While this may help regulators and consumers, the concerns di@y

be easier.
ragraph
10 would likely increase as it would be easier to connect indiyi the
Companies Register.
A H i

functions. We have had initial conversations— dvisor from Sfice he
Privacy Commissioner (OPC). They did ' ajor conc S

proposal if it was implemented in copj i me sUehas the address
for service option discussed belo ' i e privacy
implications of a DIN. We int € more fully he \OPC through the

consultation process.

23. The OPC has previously sai i s\Being able to connect individuals
who were engaged in légitj icti n g a kindergarten and a strip club).

24.

However, we conside
quo. Third partje

not substantially different to the status
hrough their names and residential
ease this risk.

Duri% ; @ ne law firm was concerned with the efficiency of a
administr e bur

n of a DIN is not in proportion to the number of

irectors roblem. The law firm was not convinced that there would be a

:g net ben@fit ducing a DIN because only a small number of directors are a
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minor, initial administrative requirement, we consider the process is unlikely

a substantial administrative burden. Given the benefits described above, we
nsider the benefits of a DIN outweigh any disadvantages.

pro ) ver, we consider this concern may be addressed through the design of
N ess. Attached at Annex 1 is an outline of how a DIN may work in practice.

nsideration

During the submission process, one law firm thought that a DIN was unnecessary and the
register should have tighter controls on data entry. Tighter controls on data entry may help to
increase the reliability of the data on the Companies Register. Currently, a company’s
representative enters the data onto the Companies Register. Tightening control over data
entry would require greater oversight or involvement by the CO. While there would be some
gains to the integrity of the data, there would be significant costs to the efficiency and speed
of the company registration and maintenance system as a whole. We do not consider the
benefits of this approach would outweigh the costs.



International approaches

26. Most countries do not have a DIN. Shifting to a DIN may put us out of step with countries
with a similar company registration process (eg. Canada, United Kingdom, United States,
Ireland). However, we consider that as long as the DIN process is efficient, the differences to
other countries would not be a significant issue. Some countries which have introduced, or
are in the process of introducing a DIN include:

a. Australia: In September 2017, Australia announced its plans to introduce a unique
identifying number for directors. We intend to work through the implications of having
the two numbers mutually recognised across both systems.

b. India: India introduced a director identification number in 2006. All existing directors

had to obtain an identification number. Applications for a number requife’ proof of
identity, proof of residency and a current photograph.

c. Countries with national identity numbers: Some countrie g Kong,
Singapore, Sweden and Norway, have national identity nu h they also
as identity numbers for directors.

Or service to

Allow directors to have an address for service ma %stead o
residential address
27. Under this option a director would have the o to provide af a
be published on the Companies Registex.
Benefits of an address for service @ %
28. Allowing a director to use a s ervice instea e sidential address, would
address some privacy corie V
a. Adirector m% s ave theira or service address displayed on

s would b land or Australian address where legal
ed. Ther, dress would still be collected as it is used for
d enforce i€s. Consideration would need to be given as to
tial address, such as a lack of response through the
ed to regulators (such as the police) under certain

s adds another layer of scrutiny to the accuracy of the addresses. The CO
e Criminal Proceeds Integrity and Enforcement (CPIE) teams within MBIE

n
gularly receives and investigates complaints from the public regarding potentially
@ inaccurate residential addresses.

b. In the absence of a DIN, it would be more difficult to identify related directors or
confidently link directors with the same/similar names. As discussed above, some
regulatory agencies use residential addresses as a second point of data (in conjunction
with the name) to identify and connect directors. Without this secondary point it would
not be possible to accurately determine whether directors with the same name were in
fact the same person or separate individuals with the same name. As part of the
discussion document process, we would like to seek public views on the situations
where a residential address may be released to third parties (eg through information
sharing arrangements or under the Official Information Act 1982). This may help us to
make design changes to the system which will help to address some transparency
concerns.
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30. If we allowed directors to provide an address for service, future documents published on the
Companies Register would not contain directors’ residential addresses. However, historic
documents with directors’ residential addresses would still be publicly accessible. We do not

recommend blanket suppression of the historic documents as this would lead to significant
inefficiencies:

a. Suppression of data on documents is administratively burdensome. There are an
enormous number of documents on the Companies Register which would need to be
redacted in order to suppress residential address information. Each of these would
need to be downloaded, the relevant information identified, the relevant information
redacted, and then uploaded to the Register creating a significant administrative
burden for the CO. As most of the documents are scanned and uploaded, it would not
be possible to automate this process.

31. However, there may be scope to allow suppression in certain circumstanses, ere the
individual has had their data on the electoral roll suppressed and/o ( 5

suppression. &
Our preferred option is proceeding with both a DIN and @loewing 'directors €a provide
an address for service
32. Our preferred option is to introduce a DIN and to provide -gc for
service. The combination of the two changes ultin an overd|Npickease to the
transparency, privacy and efficiency of th Register
33. Comparisons of options: @ %
N\>

aé‘rﬁy \\s\) Efficiency

Prg
| g\ﬂ“ NN /
L’:jgt‘::;etz %@ N
rgerndr. A
iftose 30NN N\vid X o

\Ir&i\rgctors rovide 7 - depending on
: p XX 4 approach to historic
3 address far

e documentation

Status Quo

P\

AN

N\

vV Vv

£

N\%
E)@@%@&DIN to shareholders and other office holders
e

A\
%me enforcement agencies and AML reporting entities have questioned whether we intend
to“extend the identification number regime to include shareholders and office holders of other

incorporated and unincorporated entities (eg incorporated societies or limited partnerships).

35. Atthis stage, we would propose to introduce an identification number only for company
directors. We would assess the effectiveness of the DIN for directors, before deciding
whether to introduce it for other types of entities. We intend for the DIN process to be
sufficiently generic that it could be easily extended.

36. There is a parallel work programme, looking at creating a beneficial ownership register
(BOR) (brief 1164 17-18 refers). This work programme may consider whether an
identification number is needed for shareholders and beneficial owners (eg to link
beneficial/legal owners across companies). Our preliminary view is that it would be

administratively complex given the probable scale of numbers involved but we could test this
as part of the public consultation on a BOR.
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Further consultation on residential addresses required

37. As discussed above, we have previously sought public views on introducing a DIN. However,
beyond the informal conversations with the loD and ANZ, we have not sought the wider
public’s view on suppressing residential addresses.

38. We consider that it is important that the wider public has the opportunity to feed into any
decision. Accordingly, we seek your approval to draft a discussion document to be released
in the coming months. It is intended that this discussion document will test our underlying

assumptions around residential addresses and their relationship with DINs. In particular, we
wish to test:

e the circumstances where a residential address may be released to a third party;

e the situations where the residential addresses in the documents o anies
Register may be supressed;
e the status of a residential address under the Official Infor 1982 ifitis n
required to be publicly accessible on the Companies |ster
e any additional uses for residential addresses tha aware of.
Next steps o Q)
39. Subject to your approval, we anticipate ext steps

Date Activity \\_)) » \V/B ¥
Early- Provide y v@ raft dlscusswn \%}f}l residential
March addres

Late-March | Se pproval t \i’scussion document for

M sultation D
Mld-zo@) nal CabméQ:teQ\Qo\S‘ﬁ residential addresses and DINs

XY %\VV
@Q@Q
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Annex One: Possible design of a DIN

1. We are currently in the process of working with the CO on designing a process for acquiring
a DIN. Below is an indication of how it might work:

Application process to be allocated a DIN

2. It is intended this would be a process which would operate outside of the company
registration process.

B. Enter
personal
information

C. Identity D. System

verification

verification

3. Identity verification could be completed in three ways, for users:
a.  With a RealMe:Verified account: An individual wik & RbalMe:Verified
already had their identity documents verified. A h\Step's B and
automatically completed.
/passwor d to login to
B or C wh uld be automatically

till need to vé eikdentity.

b.  With a RealMe account: The Real
the system. There may be some
completed, however, the dire

r
c. Without a RealMe ac - Pr € made for alternative

wdomestic directors or New
e directors may not want to
their business identity as a director.
overseas directors, which could be

Zealand director
connect their
The CO

O
I Z Register
‘1 Reserve Q"N company,
<¥J includes director
details

3. Director
consent and
declaration

4. Certificate of
incorporation

paxt of Step 2 (above), the person registering the company would need to provide the
s for each of the directors. If a director does not have a DIN, the process would be put on
hold until they have been allocated one.

6.  As adirector’s identity would be verified electronically, it would be possible to also make Step
3 electronic.

7. It would be important to make the DINs process as smooth as possible to ensure that the
company registration process does not become unnecessarily administratively burdensome.
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