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2 Review of Certification and Accreditation 
of Cloud Based IT Systems 

2.1 Background 
The Statistics New Zealand (SNZ) Chief Technology Officer has become aware of issues with the 
certification and accreditation (C&A) of cloud based IT systems being used for SNZ business activities. 
These issues revolve around projects not being aware that certification and accreditation is required, 
knowing that there are specific requirements but not meeting them, or not obtaining appropriate sign off 
on the necessary project documentation that was produced. 

If the controls over certification and accreditation of cloud based IT systems are inadequate, then SNZ 
may be vulnerable to increased risk exposure stemming from: 

• breaches of security, privacy and/or confidentiality. 

• a failure to integrate with existing systems (e.g. not being able to use single sign on). 

• a lack of availability of cloud based systems to meet business requirements. 

• not aligning with the strategic direction of SNZ or its enterprise architecture. 

• a growth of “shadow services” (use of uncertified cloud services). 

• potential non-compliance with GCIO, PSR, NZISM and Cabinet directives.  

• having official information and data held in unauthorised repositories. 

2.2 Purpose of engagement 
Statistics New Zealand (SNZ) engaged Axenic Limited to perform a review of its cloud adoption policies, 
processes and practices, in order to provide the Chief Technology Officer and Internal Audit with 
understanding of any potential gaps in the current processes, as well as provide recommendations to 
improve alignment with agency requirements.  

2.3 Audit objectives 
The objectives of this audit were to review SNZ’s cloud adoption policies, processes and practices, in 
order to: 

• Confirm whether appropriate frameworks are in place. 

• Consider whether decision and implementation processes for cloud based IT systems are in 
place, operating and being complied with. 

• Determine whether information risk assessments are being adequately completed, approved, 
and the risks addressed across cloud based services and systems. 

• Review whether SNZ is complying with GCIO, PSR and NZISM requirements.  

2.4 Audit scope 
The scope of this audit plan was to examine and evaluate the following: 

• The application and effectiveness of SNZ practices for adoption of cloud services including risk 
assessment, risk management, certification and accreditation. 

• The responsibilities for sign off and approvals.  
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• Staff awareness of policies and procedures for adoption of cloud services. 

• Auditor selected sampling of up to four representative initiatives, of either completed and/or in-
flight cloud based projects, to determine whether all the required processes have been followed 
and are effective. 

2.5 Audit criteria 
This audit has referenced the following standards, frameworks or requirements: 

• SNZ’s own relevant policies, standards, guidelines, processes and procedures; including the 
risk management framework, risk assessment processes, certification and accreditation 
processes, security practices and project execution, staff awareness and training plans. 

• ISO/IEC 27001:2013;  

• Requirements from the Government Chief Information Officer (GCIO)3  

• Protective Security Requirements; and 

• NZISM November 2015, Version 2.4. 

2.6 Audit processes and methods 
Documentation reviews 

This was conducted off site at the Axenic Limited office, and comprised the review of various SNZ 
documents, including but not limited to: policy documentation, internal audit reports, risk management 
framework and process, certification and accreditation process documentation, project lifecycle 
processes, sample projects for review, staff awareness and training plans and organisational charts. 

Interviews 

These were conducted on site at SNZ premises in Wellington, or via video conference link to other SNZ 
locations, and included; random sampling, role/responsibility specific interview questionnaires and 
discussions. 

Observations 

These were performed on site at SNZ premises in Wellington, including but not limited to: record 
observations, viewing of sensitive documentation which was not electronically shared and any 
differences between observed and documented policy and processes. 

2.7 SNZ Project Manager 
•  

2.8 Auditors 
Axenic Quality Assurance and Oversight 

•  

 

                                                      
3 GCIO and Cabinet requirements for Agencies using cloud computing https://www.ict.govt.nz/guidance-and-
resources/information-management/requirements-for-cloud-computing/  
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Auditor(s) 

•  

  

2.9 Auditees 
The following table lists the identified roles or functions that were interviewed for this audit. Please note 
that some role titles do not exactly match the actual role at SNZ, although the staff member holding the 
equivalent role and/or responsibility was selected to be interviewed as part of this audit. 

Table 1 SNZ Auditees 

Function/Responsibility Name (Initial Identifier) and SNZ Role 

Chief Technology Officer  

(CTO/CISO) 

 – IT Solutions Group Chief 
Technology Officer 

Chief Security Officer / Chief Privacy Officer 

(CSO/Chief Privacy Officer) 

 – DCE Organisational 
Capability & Services 

Manager Information Management 

(MIM) 

 - Manager – Information 
Management reporting to  

 - Senior Manager – 
Standards & Design 

Manager Security Office / Information 
Technology Security Manager 

(ITSM) 

 – Security Manager 

Enterprise Project Management 

(EPO) 

 -  Director – 
Enterprise Programme Office 

HR Manager 

(HR) 

 – Chief People Officer 

Risk Manager 

(RM) 

 – Senior Advisor – 
Strategy, Performance & Risk 

Manager IT Operations and Services 

(IT Ops & Svcs) 

 – Senior Manager IT 
Operations 

Asset Manager – IT / Supplier Relationships IT 

(IT AM/SR) 

  - Manager IT Sourcing and 
Supply 

User Access Manager 

(UAM) 

 – Manager Service Delivery 

Legal Counsel 

(LC) 

 – Legal Counsel 

Privacy Officer 

(PO) 

  – Senior Advisor – Strategy, 
Performance & Privacy 
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Function/Responsibility Name (Initial Identifier) and SNZ Role 

Business Owner – ECP (aka Salesforce) 

(ECP – Salesforce) 

  – Senior Manager – Operations 
Strategy & Development 

  (Solutions Architect) and Ashika 
Hogbin (IT Project Manager) were interviewed 
as   was unavailable. 

Project Manager – ECP 

(ECP - PM) 

  – Programme Manager – Data 
Processes & Infrastructure 
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3.3 Out of scope controls 
The following management system controls were considered out of scope for this audit review. 

Table 5 Out of scope controls 

ID Title Justification ISO/IEC 27001: 2013 
Annex A Controls 
Reference 

Relevant 
SNZ ID 
reference 

XSNZ01 Organisation of 
information security 

Mobile devices and teleworking are unlikely to 
have a bearing on cloud based services and 
system adherence to SNZ’s certification and 
accreditation process. 

6.2 Mobile devices and 
teleworking 

SNZ15 

XSNZ02 Asset Management Cloud based services and systems are not 
SNZ’s responsibility to manage, these 
requirements are contracted to the 
service/system provider, and reviewed using 
SNZ’s certification and accreditation process. 

8.1 Responsibility for 
assets 

SNZ15 

XSNZ03 Physical and 
environmental security 

The physical and environmental security of 
cloud based services and systems are not 
SNZ’s responsibility to manage, these 
requirements are contracted to the 
service/system provider and reviewed using 
SNZ’s certification and accreditation process. 

11.1 Secure areas SNZ15 

XSNZ04 Physical and 
environmental security 

The physical and environmental security of 
cloud based services and systems are not 
SNZ’s responsibility to manage, these 
requirements are contracted to the 
service/system provider and reviewed using 
SNZ’s certification and accreditation process. 

11.2 Equipment SNZ15 

XSNZ05 Operations security Malware protection mechanisms of cloud 
based services and systems are not SNZ’s 
responsibility to manage, these requirements 
are contracted to the service/system provider 
and reviewed using SNZ’s certification and 
accreditation process. 

12.2 Protection from 
malware 

SNZ15 

XSNZ06 Operations security The controlled installation of operational 
software on cloud based systems are not 
SNZ’s responsibility to manage, these 
requirements are contracted to the 
service/system provider and reviewed using 
SNZ’s certification and accreditation process. 

12.5 Control of 
operational software 

SNZ15 

XSNZ07 Communications 
security 

SNZ network security, which is under SNZ 
control, is not likely to have a bearing on cloud 
based services and system adherence to 
SNZ’s certification and accreditation process. 

13.1 Network security 
management 

- 
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4.3 Audit plan 

This audit was separated into three major phases, and several sub-stages of activities, which are 
summarised here. 

Phase 1 

• Initiation  

Opening meeting(s) with SNZ project manager . 

Reviewing of relevant documentation which details SNZ’s cloud adoption practices. Including 
but not limited to: policies, standards, guidelines, processes and procedures, risk management 
framework and process, risk assessment process, certification and accreditation process, 
security practices and processes executed during a project’s lifecycle, staff awareness and 
training. 

Identification of stakeholders to interview as part of Phase 2. 

• Planning 

Development of a plan to complete the audit of SNZ’s cloud adoption processes and practices 
based on the information provided in the initiation. 

The plan will allow for examination to follow a structured approach, covering: application and 
effectiveness of SNZ practices for adopting cloud services (including risk assessment, risk 
management, certification and accreditation), responsibilities for sign off/approvals, staff 
awareness, sampling of up to four representative projects for adherence to agency processes. 

Development of interview questionnaires for auditees. 

Agreement with SNZ project management to present and agree the approach, scope and timing 
of the audit work programme for Phase 2. 

Phase 2  

• Process review 

Review of the intent and implementation of the practices and procedures identified during 
Phase 1. 

Including: organising and conducting interviews with the identified auditees, collecting 
information and evidence on actual practices on risk assessment and certification and 
accreditation. 

Analysis of responses and evidence to assess intent and implementation of SNZ cloud service 
practices. 

Consideration of the role SNZ’s security team in the cloud adoption process. 

Documentation of findings with reference to GCIO and PSR guidance and requirements, and 
make recommendations for uplift if required.  

Present this draft report to Internal Audit and the CTO for feedback. Incorporate feedback as 
required and appropriate. 

Phase 3  

• Project review 





 

© 2018 Axenic Limited COMMERCIAL – IN CONFIDENCE Page 67 of 71 

Ph
as

e 
3 

(~
5 

da
ys

) 

Project 
review 

15 June 2016 Sample projects selected by Auditors for review, 
agreed by SNZ.  

Evidence of SNZ implementation practices being 
followed for each project to be provided to Axenic 
by CoB 17 June 2016. 

Project 
review 

17 -20 June 
2016 

Sample (up to) 4 projects reviewed. 

Feedback from draft report incorporated as 
appropriate. 

Internal QA of report. 

Project 
review 

22 June 2016 Report draft shared. 

Updated draft report shared with V.C. and C.B for 
feedback. Due back to Axenic CoB 23 June for 
incorporation. 

Project 
close 

23-24 June 
2016 

Finalising of report. 

Presentation of updated draft report and findings 
from Axenic to SNZ identified stakeholders for sign-
off. 

Please note that the actual dates within the audit schedule were dependent upon the prerequisite 
activities and evidence being available and provided. 

Any evidence which was not able to be provided within this timeframe may have been excluded from 
the findings of the audit report. 

4.4 Audit interview plan 
The following table presents the interview plan that was conducted and scheduled by SNZ (V.C.), in 
order to meet auditing requirements. This included creating calendar appointments that align to the 
audit schedule and booking facilities (such as meeting rooms, video conferencing etc.). The table 
references the detailed audit findings set out in section 3.13.2. 

Table 10 Audit interview plan 

Estimated 
time 
required  

Assessor Reference Activity Auditee(s)  

2 hours 

 

L.Z. 

K.F. 

SNZ01 
SNZ02 
SNZ05 
SNZ08 
SNZ09 
SNZ10 
SNZ15 
SNZ17 
SNZ20 
SNZ22 

Interview Chief Technology Officer 
(CTO/CISO) about: 

• Security policies and Risk 
Management 

• Organisation of information 
security and privacy 

• Asset management 
• Access control responsibilities 
• Access control – System and 

application access control 
• Cryptography 
• Operations security – Information 

systems audit 
• System acquisition, development 

and maintenance 
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