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Dear Dr Grainger,



OFFICIAL INFORMATION ACT COMPLAINT – STATISTICS: CYBER SECURITY INCIDENTS

1. I refer to your emailed request for information dated 17 January 2012 and subsequent complaint to the Ombudsman concerning the Bureau’s decision to decline that request.

2. Following discussions with the Ombudsman’s Office, I am pleased now to be able to provide the following information:

In 2011 the CCIP/NCSC handled 90 individual cases, 34 of which were formally reported to the “incidents@ccip/ncsc” email address.  Details are as follows:

	Attempted information leak
	3
	

	Attempted intrusion
	5 
	(Note 1)

	Botnet related
	21
	

	Compromised credentials
	14
	

	Compromised website
	11
	

	Denial of Service
	14
	

	PABX compromise
	4
	

	Phishing related
	16
	

	SCAM/SPAM related
	1
	

	Virus incident
	1
	

	
	
	

	Origin/attribution for these incidents
	
	

	Compromised site/machine within NZ
	46
	

	Non-NZ threat actor
	41 
	(Note 1)

	Not applicable
	3
	

	
	
	

	Incident targets/affected parties
	
	

	Government
	24 
	(Note 1)

	CNI
	4
	



Notes:

1 The list does not include a number of incidents details of which are classified for reasons of national security
2 The list is based on incomplete statistical records, which suggest that a total of 90 issues have been handled by CCIP/NCSC other than as formal incidents requiring investigation

I trust that this information will be of assistance to you.

Yours sincerely,












Hugh Wolfensohn 
for Director
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