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CAUTION: The sender of this email is from outside Waka Kotahi. Do not click links, attachments, or reply
unless you recognise the sender’s email address and know the content is safe.

Thank you very much, Gemma.

I have attached the following documentation:

o CAO05-Application form (unfortunately I was unable to alignsthetext within the lines
in the form, so | have additionally attached a PDF which-has our answers in a format
that may be easier to read - see NZTA MVA Application 2022)

o Auror DD Authority form attached as well as a bank account slip

e Auror Privacy Statement

e Auror Trust Center: https://www.auror.co/trust-center

Please let me know if you require any further information. I look forward to hearing from
you.

Best,
s 9(2)(a)

On Thu, 7 Apr 2022 at 12:42,:S24F <XXXX(@XXXX.XXXX.X¥ Wrote:

Hello £ 9@

Thank you for yeur email and it’s great to hear that Auror are planning ahead for the
renewal.

Yes, a new direct debit form will need to be completed, I’ve attached this, along with the
applicatien/form for you to complete. The current authorisation for Auror Limited
expiresjon 13 September, however | would encourage you to submit your application as
sQan,ds possible, as they can take a significant amount of time to process.

Since your application was previously granted in 2017, we have adjusted our approach to
the purposes and conditions of authorisation, making these more robust in light of the
considerable potential risks of allowing access to personal information and to better align
with recent changes to the Privacy Act. Section 241 access to the Motor Vehicle Register
is a privilege that needs to be treated very carefully, and as part of the application, Auror
Limited will need to demonstrate how it would avoid breaches of privacy, as instances of
unauthorised access can have severe consequences for the individual whose privacy has
been breached. As such, Waka Kotahi must be satisfied that Auror Limited has sufficient
measures in place to ensure that personal information will be protected and to prevent
instances of misuse before granting an application.


https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.auror.co%2Ftrust-center&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=JIIArPepKPP5BqK%2FExQ%2BHX41LhrKgH%2B%2Ftgzn9omQerY%3D&reserved=0
mailto:xxxx@xxxx.xxxx.xx
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L\E\N';\MSI;?TTAHI Application for authorised access to current names CAO5
and addresses in the Motor Vehicle Register

AGENCY
Anyone can apply for an authorisation from Waka Kotahi NZ Transport Agency to access current names and addresses in the
Motor Vehicle Register.

Applications for access are made under section 241 of the Land Transport Act 1998. Waka Kotahi consults with the Ombudsman,
Privacy Commissioner and Police Commissioner (our advising agencies) before deciding whether to grant an authorisation. An
authorisation should be for a specific purpose and is subject to any conditions specified by Waka Kotahi.

We suggest you view some of the current terms and conditions (which you can view in detail here: www.nzta.govt.nz/authorised-
access-mvr/tc) then think carefully about how you would meet each condition and how you could then supply evidence to
Waka Kotahi of doing so.

For more information visit the Waka Kotahi website at www.nzta.govt.nz/authorised-access-mvr

Use this application if you want authorisation to access current names and addresses in the Motor Vehicle Register only (this does
not include details of previously registered persons). You don't require an authorisation to access non-personal vehicle information
(eg make, model, licence expiry dates, etc.). This authorisation does not allow access to details about finance owing on vehicles.
That information is held by the Personal Property Securities Register (www.ppsr.govt.nz/cms).

Please consider the following alternatives before you apply:

= Case-by-case applications for personal information can be made with this transaction at
https://transact.nzta.govt.nz/transactions/ReqPersonallnfoAccess/entry

=  We have a free online confirmation service available here with no authorisation needed at
https://transact.nzta.govt.nz/transactions/ConfirmRegisteredPerson/entry

privacy The information requested is required to process your application for Application for authorised
access to current names and addresses in the Motor Vehicle Register under section 241 of the Land
Transport Act 1998. Collection of this information is required by Part 6 of the Land Transport
(Motor Vehicle Registration and Licensing) Regulations 2011.

Waka Kotabhi, in its capacity as the Registrar of Motor Vehicles (and its agents), will hold, store,
use and disclose any personal information collected as part of this application in accordance with
the Land Transport Act 1998 and the Privacy Act 2020. In particular Waka Kotahi must, at the
request of an individual, provide the name of any person to whom personal information about
that individual has been disclosed where that disclosure has been made to a person who has been
authorised to access names and addresses under section 241 of the Land Transport Act 1998.

You are entitled to access, and request the correction of, any readily retrievable personal
information held about you by Waka Kotahi. You can do so by writing to us at Private Bag 11777,
Palmerston North 4442 or by emailing us at info@nzta.govt.nz.

payment We must receive payment with your application in order for it to be considered.

The application fee applies regardless of whether the application is approved or declined. The fees
(including GST) are:

Individual (except for sole traders) $621.46
Business that is not a representative body or member of a representative body $854.57
(including a sole trader)

Representative body with a disciplinary power $1165.30
Representative body with no disciplinary power $1320.65
Any other applicant not covered above $1165.30

You should pay the fee to Waka Kotahi at the time of application. Applications will not be
completed unless the correct fee is paid. You can pay by direct debit:

* To pay by direct debit, please use our direct debit form (available from www.nzta.govt.nz/dda).
Please post the original form, not a photocopy, or email a high quality scan with your application.

Sending in your Please email this form along with a high quality scan of the direct debit form and any extra relevant
application information to s241@nzta.govt.nz.

You can also print and complete this form and send it with the original direct debit forms and any
extra relevant information to:

Exemption and Registers Integrity
Waka Kotahi NZ Transport Agency
Private Bag 11777

Palmerston North 4442
04/22





Answer all questions as best you can. We're required under legislation to ask these questions as part of the
application process.

You can also attach any extra information you think might be relevant to the application (eg privacy policies, sample

agreements).
Company details Company name
The company name is the ‘AUI’OI‘ Limited ‘

name that we will issue the

authorisation under. If you are a
sole trader, enter the name you've \n/ a ‘
registered with the Motor Vehicle

Trading as name

Traders Register. Company number
Write n/a in any boxes not ‘3792596 ‘
applicable. . . . . .

Motor Vehicle Trader (MVT)/Financial Service Provider (FSP) number

\n/a \

Waka Kotahi NZ Transport Agency customer number
\n/a \

Motochek account number
590246-085 |

What is the nature of the business?

Crime Intelligence Software Platform that assists retailers (such as fuel companies) and police prevent crime and reduce loss ‘

Attach a separate sheet if What locations does the business operate from?
necessary. Auckland, New Zealand

How long has the business been operating?

\10 years. The business was incorporated in May 2012. \

Company contact Name
Phil Thomson |
Phone Email
\+64274635221 \ \phil@auror.co \
Staff and agents How many staff or agents are likely to have access to the register?
employed \Access is restricted three key staff members at Auror. \

Fill out this section if you employ

' ?
staff or engage agents What are the roles of those likely to have access

Debt recovery and customer support team.

= Write n/a for your answer
where not applicable

. We have anautomated process in place whereby the staff members do
= Continue on a separate sheet O Hire w the nereanal infarmatian retri

of necessary

register.

CAO5 Application for authorised access to current names and addresses in the MVR





Staff and agents What training will you give those who are likely to have access on the proper handling
employed (continued) of the information from the register?

All employees are provided with training on privacy, information security,
and acceptable use policy requwements for information handllng Any

emptoyee that requires access to the register also has training onout
debt recovery a and MVVR_access process

OOV G AL EOoo PHUYTEOOs

What controls do you have in place to ensure that those who are likely to have access
handle the information properly?

Our business involves handling sensitive personal information every day — we already work closely with NZ Police and safely share sensitive
|nf0rmat|on W|th them We have processes and poI|C|es (|nclud|ng our pnvacy pollcy) that ensures |nformat|on is handled properly
ed proce T que u aded i

view na a
is hard deleted from the employee s dewce

Empioyees accessing the Motor Vehicle Register use Auror provided devices and these devices are protected by endpoint protectiorrand
antivirus solutions. All systems (including our debt recovery process system) that hold Sensitive Data are hosted in Microsoft Azure. Security
configuration standards are reviewed annually and on significant business change and all changes to the configuration of our controls
automatically alert our security channels and email.

Our-debtrecovery systemis-designed-to:

Automatically request data from the MVR using the overnight query request;
Automatically ingest the results to create Fuel supplier branded recovery letters that are then sent to a mailhouse for printing and postage;

Provide a dedicated online payment portal link to make payment easy, private, secure;
Remove the associated vehicle from any Automatic Numberplate Recognition systems.

What disciplinary measures can you take against those who do not handle the
information from the register properly?

Access to this information will be tightly controlled and we have the right
to revoke access to this information for any staff or agents that do not
handte thisinformation property.

Failure to follow Auror policies and procedures may result in disciplinary
action, up to and including termination of employment.
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Using and collecting
the information

For help in answering this
question, see ‘Standard terms’
listed at the end of this form.

Let us know how you tell your
customers that you accessed their
information from the register. For
example, verbally, in writing, in
contract documents.

In most circumstances we will
require you to inform your
customer that you are accessing
their information and that they
can opt out.

What is your estimated volume of plate enquires each year?

Do you currently use the register?

D No @ Yes

If yes, what do you currently use the register for?

On behalf of our fuel supplier customers, we automate the process for obtaining details from the MVR, printing and sending letters, and collecting payment for unpaid goods and services.

What do you intend to use the register for?
| Vehicle trader

@ Fuel suppliers

|| Finance companies and insurers

|| Other (please specify)

What are your reasons for not collecting the information directly from the individual
concerned?

The individual has visited a fuel station and driven-off without paying for the fuel or

providing their contact informatiorn (intentionatly or unmintentionatty).

What are your reasons for not collecting the information from a source other than the
register?

We are not aware of any other source that we can get the vehicle owner

information based on the vehicle registration.

What are you reasons for not seeking confirmation of the registered person through
the Waka Kotahi free online service?
(https://transact.nzta.govt.nz/transactions/ConfirmRegisteredPerson/entry)

The Waka Kotahi requires:
the vehicle' s plate number
the name or driver’ s licence number of the person being confirmed.

Since the individual is visiting a fuel station and drives-off without paying for fuel or providing their contact information, the fuel site would not be able to obtain the name or driver' s licence number.

What are your reasons for not asking for the information through the Official
Information Act 19827

Our customers have more than 100,000 incidents a year and many of these incidents may

....... A ] Th A Y ££ 11 ratinn- A

H tailc rafar raaHectina—th FETEY ¥ 4+ Official-1nf ~+ 1092 \wardd-h
require-actans.merciore,requestmngmescunaer me omiiarmormatonAtt rgoz2 wouit0¢c

time-consuming for everyone involved (including NZTA).

How will you tell the persons whose information has come from the register about the
fact that the register was the source of the information?

In the letters sent out to the registered vehicle owner it informs them that

their personal information was obtained from the MVR.
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Using and collecting
the information
(continued)

Security and privacy

We need to know how that any
computers that might access
the register are secured from
the public and are password
protected to use.

For example, you could tell us
about your staff training.

How will you tell the persons whose information has come from the register about
what you use the information for?

Vehicle owners are contacted by letter which informs them of the reason for contact

navmentof-fueN—and-detaile aof the-event the vehiclewacs invalved-in—Thece-detalle ineltde
\||u|| payrmerntoracr,anu-uCans orccvertaicvermcicvwasimvorveu e st uttansmicauc

an image of the vehicle, the date, time, amount of fuel taken, the pump number, and the site
location. Video evidence is also captured by the fuel retailer if the vehicle owner queries the
incident to ensure it is resolved correctly with the right person (the letter provides the fuel
retailer’ s contact details).

It also provides them with a link to pay the money owed online or to visit the applicable fuel site.

Video evidence if the vehicle owner queries the incident to ensure it is resolved correctly with the
right person.

How will you tell the persons whose information has come from the register about the
fact that they can notify the Registrar that they do not wish to have their names and
addresses made available under an authorisation?

In the letters sent out to the registered vehicle owner it informs them that
their personal information was obtained from the MVR.

What physical and computer security systems do you have in place to ensure that
information from the register is kept secure?

We utilise leading security standards, with secure Microsoft hosting and encrypted databases. These data centres utilise industry leading security
poI|C|es and standards and are SOC 1/SSAE 16/ISAE 3402 SOC 2, and ISO 27001/27002 compllant Mlcrosoft manages the phy3|cal and

personnel

Attinformation i transit to-and-fromAuror is currently encrypted using SSE256-bitencryption. The Auror platformcamonty beaccessed using a
secure channel where the data traffic is encrypted using a Comodo SHA-2 certificate (256-bit encryption). Transport Layer Security (TLS/SSL) is
used to protect the transfer of information and data to Auror's servers.

Auror employs independent third parties to regularly test and affirm the integrity of our security systems. Testing includes network and
application-tevet-penetration-testing

Auror offices are physically secured with key access fobs uniquely assigned to team members and an alarm system. There is no sensitive data,
customer information, permanent computing equipment or infrastructure on-site so no additional controls are needed. Auror has a documented
and published Physical Security Standard that addresses these requirements.

What physical and computer security systems do you have in place to ensure that
information from the register is only used for the purpose or purposes specified in the
authorisation?

As above, we have designed our debt recovery system and process to

restrict access to the information and that it is only used for the

purposes described above. Access to the debt recovery systemis also
restricted within the company.

Hoto UV
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Security and privacy
(continued)

Credit check

We will check for any debts to
Waka Kotahi as part of the
application process.

Authorisation term

Checklist

Make sure you've answered all
the questions and attached all
relevant information.

Standard terms

To help with the timely processing
of applications, we've developed
the following sets of standard
terms.

When sending in an application
for an authorisation, please
indicate in your answer to the
question ‘What do you intend to
use the register for?’ if a set of
these standard terms applies to
your application.

Have you ever been found to have breached any of the information privacy principles
in the Privacy Act 2020 or previous privacy legislation?

@No

D Yes

If yes, please explain

Have you ever been found, in proceedings of any kind, to have breached any
confidentiality obligation?

@No

D Yes

If yes, please explain

Do you have a credit rating and, if so, what is it?

n/a

How long do you want the authorisation to last (maximum of 5 years)?

Five years.

0] Direct Debit Authority for payment

‘0] All questions answered

‘0] Any extra relevant information is attached (Any evidence of your current recording
processes, privacy policies and staff training materials should also be supplied with your

application.)

Vehicle traders

Checking the registered person when purchasing a vehicle.

Checking that the registered person has been changed correctly
when you sell a vehicle.

Finding registered persons for the purpose of a safety recall
(wholesalers only).

Any other purpose necessary to facilitate the sale and purchase of
vehicles aside from marketing.

Fuel suppliers

Finding the registered person information of vehicles involved where
there has been a failure to pay for goods or services.

Finance companies
and insurers

Checking the registered person of a vehicle when assessing an
application to provide finance in relation to that vehicle.

Checking the registered person of a vehicle when you have a security
interest in that vehicle.

Checking the registered person of a vehicle which is involved in an
accident with your client (insurers only).

Verifying that payments for claims are made to the registered person
of the relevant vehicle (insurers only).

Any other purpose that is reasonably required for assessing or

processing an insurance policy or claim in relation to the vehicle
(insurers only).

togwa
1 | TeKawanatanga o Aotearoa
Hep @ New Zealand Government
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		Company name: Auror Limited

		Trading as name: n/a

		Company number: 3792596

		Motor Vehicle Trader MVTFinancial Service Provider FSP number: n/a

		Waka Kotahi NZ Transport Agency customer number: n/a

		Motochek account number: 590246-085

		What is the nature of the business: Crime Intelligence Software Platform that assists retailers (such as fuel companies) and police prevent crime and reduce loss

		How long has the business been operating: 10 years. The business was incorporated in May 2012.

		Name: Phil Thomson

		Phone: +64274635221

		Email: xxxx@xxxxx.xx

		How many staff or agents are likely to have access to the register: Access is restricted three key staff members at Auror. 

		What are the roles of those likely to have access: Debt recovery and customer support team. 



We have an automated process in place whereby the staff members do not actually directly view the personal information retrived from the register. 

		What is your estimated volume of plate enquires each year: 100,000

		Do you currently use the register: Yes

		If yes what do you currently use the register for: On behalf of our fuel supplier customers, we automate the process for obtaining details from the MVR, printing and sending letters, and collecting payment for unpaid goods and services. 

		Vehicle trader: Off

		Fuel suppliers: On

		Finance companies and insurers: Off

		Other please specify: Off

		concerned: The individual has visited a fuel station and driven-off without paying for the fuel or providing their contact information (intentionally or unintentionally). 

		register: We are not aware of any other source that we can get the vehicle owner information based on the vehicle registration. 

		httpstransactnztagovtnztransactionsConfirmRegisteredPersonentry: The Waka Kotahi requires:

the vehicle’s plate number

the name or driver’s licence number of the person being confirmed. 



Since the individual is visiting a fuel station and drives-off without paying for fuel or providing their contact information, the fuel site would not be able to obtain the name or driver’s licence number. 

		Information Act 1982: Our customers have more than 100,000 incidents a year and many of these incidents may require details. Therefore, requesting these under the Official Information Act 1982 would be time-consuming for everyone involved (including NZTA). 

		fact that the register was the source of the information: In the letters sent out to the registered vehicle owner it informs them that their personal information was obtained from the MVR.

		what you use the information for: Vehicle owners are contacted by letter which informs them of the reason for contact (non-payment of fuel), and details of the event the vehicle was involved in. These details include an image of the vehicle, the date, time, amount of fuel taken, the pump number, and the site location. Video evidence is also captured by the fuel retailer if the vehicle owner queries the incident to ensure it is resolved correctly with the right person (the letter provides the fuel retailer’s contact details). 



It also provides them with a link to pay the money owed online or to visit the applicable fuel site.



Video evidence if the vehicle owner queries the incident to ensure it is resolved correctly with the right person. 



		addresses made available under an authorisation: In the letters sent out to the registered vehicle owner it informs them that their personal information was obtained from the MVR.

		information from the register is kept secure: We utilise leading security standards, with secure Microsoft hosting and encrypted databases. These data centres utilise industry leading security policies and standards and are SOC 1/SSAE 16/ISAE 3402, SOC 2, and ISO 27001/27002 compliant. Microsoft manages the physical and environmental security concerns of the data centres. Each Azure facility is designed to run 24x7x365 and employs various measures and safeguards to help protect operations from power failure, physical intrusion, and network outages. These data centres comply with industry standards (such as ISO 27001) for physical security and availability. They are managed, monitored, and administered by Microsoft operations personnel.  



All information in transit to and from Auror is currently encrypted using SSL 256-bit encryption. The Auror platform can only be accessed using a secure channel where the data traffic is encrypted using a Comodo SHA-2 certificate (256-bit encryption). Transport Layer Security (TLS/SSL) is used to protect the transfer of information and data to Auror's servers.



Auror employs independent third parties to regularly test and affirm the integrity of our security systems. Testing includes network and application-level penetration testing



Auror offices are physically secured with key access fobs uniquely assigned to team members and an alarm system. There is no sensitive data, customer information, permanent computing equipment or infrastructure on-site so no additional controls are needed. Auror has a documented and published Physical Security Standard that addresses these requirements.

		authorisation: As above, we have designed our debt recovery system and process to restrict access to the information and that it is only used for the purposes described above. Access to the debt recovery system is also restricted within the company.

		Location 1: Auckland, New Zealand

		Location 2: 

		Location  3: 

		Location 4: 

		training: All employees are provided with training on privacy, information security, and acceptable use policy requirements for information handling. Any employee that requires access to the register also has training on our debt recovery and MVR access process. 

		controls: Our business involves handling sensitive personal information every day – we already work closely with NZ Police and safely share sensitive information with them. We have processes and policies (including our privacy policy) that ensures information is handled properly.

We have a well developed process for access to the MVR which includes overnight batch requests and the resultant data is uploaded into our software which then automatically generates the letters to be sent off for printing and delivery. This means that our employees do not need to view the personal information that is provided by the MVR. Once the letter process is complete (this occurs on a weekly basis), the MVR data file is hard deleted from the employee’s device.



Employees accessing the Motor Vehicle Register use Auror provided devices and these devices are protected by endpoint protection and antivirus solutions. All systems (including our debt recovery process system) that hold Sensitive Data are hosted in Microsoft Azure. Security configuration standards are reviewed annually and on significant business change and all changes to the configuration of our controls automatically alert our security channels and email. 



Our debt recovery system is designed to: 

Automatically request data from the MVR using the overnight query request;

Automatically ingest the results to create Fuel supplier branded recovery letters that are then sent to a mailhouse for printing and postage;

Provide a dedicated online payment portal link to make payment easy, private, secure;

Remove the associated vehicle from any Automatic Numberplate Recognition systems.

		disciplinary measures: Access to this information will be tightly controlled and we have the right to revoke access to this information for any staff or agents that do not handle this information properly. 



Failure to follow Auror policies and procedures may result in disciplinary action, up to and including termination of employment. 



		other: 

		Privacy Act: No

		Confidentiality: No

		Explain: 

		Explain 2: 

		Credit check: n/a

		Authorisation term: Five years. 

		DDA: Yes

		Questions answered: Yes

		Extra information: Yes
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Privacy Statement

This public privacy statement explains how the Auror Crime Intelligence Platform (the Platform)
helps retailers to gather, use, and share information about events and retail crime lawfully and
respectfully. We take information privacy and security seriously, and we ensure that our Platform
and our customers adhere with all relevant privacy legislation. We want to create a safe society
and reduce the anonymity of offenders and crime groups. We believe that providing the right
information to the right people at the right time will help to reduce crime.

The Platform is designed to protect retailers, their customers and the community from harm by
giving retailers, organizations, law enforcement agencies, and their staff (our “Users”) a safe and
secure way to gather and use personal information about incidents and risks. The Platform then
enables Users to access and share their data in a controlled and responsible way.

If your personal information is on the Platform, it is because a User (a retailer or law enforcement
agency) you have interacted with has chosen to upload your information.

The Platform stores and processes personal information on behalf of Users and according to the
instructions of Users. Auror is a data processor, which means we do not use personal information
uploaded by our Users for our own purposes.

We regularly undertake Privacy Impact Assessments, and so we may update this statement from
time to time. These changes may reflect changes to privacy regulation or the Platform, so please

check in again occasionally to see what might have changed. This statement was last updated in
September 2019.

We're data custodians

Auror helps retailers to collect personal
information lawfully

Our Users upload information to the Platform using an online reporting form. Users may collect

https://www.auror.co/privacy-policy#:~:text=We endeavor to store and,strong privacy regulations in place.&text=\We take all reasonable steps,usin... 1/7
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this information directly from an alleged offender, from a staff member or customer who has
witnessed an alleged offence, or from CCTV footage they have captured. The event reporting form
is designed to ensure that Users upload and share only personal information that is relevant,
accurate and up to date.

Users, including law enforcement agencies, may also generate personal information within the
Platform by editing or commenting on events, or by creating links between events and offenders.

We encourage our customers and Users to be open with the public about the personal information
they may upload and share with their chosen community. They may do this by displaying signage
on their premises or within their own privacy statements. Our Terms of Use also require our Users
to ensure that they have evidence of an alleged offence or event before uploading it to the
Platform.

Ensuring data collection is kept to a
minimum

The Platform is designed to limit the personal information Users can upload, to ensure that they
only retain and use relevant, accurate and necessary information that will actually assist with
public safety and crime prevention.

The personal information a User may upload to the Platform about a person may include:
+ Anyavailable image and video

« Name

+  Age, Height, Gender, Build

« Distinguishing features and behavioral characteristics

+ Details of the event, including date, time, location, and any products involved

« Details of any vehicles involved in the event

The Platform enables Users to crop and obscure any images of innocent bystanders to ensure that
they are not identifiable in the information captured and shared by the Users on the Platform.

Enabling lawful and respectful processing of
personal information

Users rely on the Platform to collate information about retail crime and other similar events to
provide them, and the other Users in their chosen community, with intelligence that assists with
the prevention of crime and the protection of people and assets. The Platform is designed to

https://www.auror.co/privacy-policy#:~:text=We endeavor to store and,strong privacy regulations in place.&text=\We take all reasonable steps,usin... 2/7
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control the use and sharing of personal information, reducing the reliance on ad hoc information
sharing and questionable public shaming techniques.

To achieve this, the Platform allows its Users to process personal information to:

« Prevent any events that may present a risk to a User or to the public.

+ Investigate an event or criminal offence.

«  Prevent criminal offences.

« Identify repeat offenders and organized crime groups.

« Notify Police and Law Enforcement that an event has occurred.

« Provide real-time alerts to other Users.

« Prosecute or otherwise take legal action in respect of an event or criminal offence.
« Research crime patterns and behaviors.

Customers can determine which trusted third parties it wishes to share its information with (if any).
The Platform limits the information a particular User can view on the basis of that User’s role,
selected preferences, and the preferences of other Users in their community.

Where Auror receives a third-party request for personal information, we will always direct this
request to the relevant User (unless we are prevented by law from doing so). Auror does not use or
disclose the personal information uploaded by Users for its own purposes.

We prevent processing that isn't respectful

As a responsible custodian of personal information, we have built safeguards into the Platform
that control the way information can be processed by our Users. All our Users must agree to Terms
of Use that limit access to the Platform and the ways in which they can use the Platform.

Here are some specific things the Platform does not facilitate for Users:

+ Racial profiling.

«  On-selling personal information to third parties.

+ Automated decision-making about people.

« Sharing information about minors with other Users (though such information may be used by
law enforcement agencies to intervene and assist minors to stay out of trouble).

Auror has also developed a process to ensure that we always consider privacy when we innovate
and improve the Platform.

We will always make sure a change enables our Users to:

1. usedata for good.

https://www.auror.co/privacy-policy#:~:text=We endeavor to store and,strong privacy regulations in place.&text=\We take all reasonable steps,usin... 3/7
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2. collect and share only relevant and necessary personal information.

3. keep data safe and secure.
4. betransparent about data use and help customers embrace their privacy rights.

We securely and safely store personal
information

The Platform is hosted by Microsoft Azure and our data is stored in data centers located in
proximity to the User, including US (if a User is in North America), Australia (if a User is in New
Zealand or Australia), or the UK (if a User is in the UK/EU). This means the personal information we
hold is not generally transferred to, or accessed from, countries or regions outside the User’s
location. We endeavor to store and process data only in countries that have strong privacy
regulations in place.

We take all reasonable steps to keep all User data, including personal information, safe and secure.

We encrypt all information in transit to and from Auror using SSL 256-bit encryption. Transport
Layer Security (TLS/SSL) is used to protect the transfer of information to our hosted servers. The
Platform is also securely encrypted and Microsoft Azure complies with industry leading security
policies and standards, including SOC 1/SSAE 16/ISAE 3402, SOC 2, and I1SO 27001/27002.
Microsoft sets out all its security features in detail here.

0 Nuror. Product v Solutions v Resources v Signin Contact us
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We make sure Customers don’t hold on to
personal information forever

The Platform is configured to help Users ensure that personal information is retained only for as
long as they have a lawful purpose to use it. When a User no longer needs to retain personal
information in an identifiable form, they can ask us to delete or anonymise and aggregate it, so it
can be used for statistical and predictive analysis.

When a User terminates their agreement with Auror, we delete all personal information they
uploaded to the Platform. We do not retain User personal information for our own purposes,

though we may retain anonymised and aggregated data in order to continuously improve our
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Platform, products and services.

We help customers respect their customers'
privacy rights

You have important privacy rights with respect to the retailers that collect and use your personal
information. While you can make requests directly to your retailers, we’re committed to making
sure you can exercise your rights easily, and so we’ve created pathways for you to make requests to
the Users that have uploaded personal information to the Platform. To exercise any of the rights
set out below, please contact us by:

« emailing us at privacy@auror.co

« using our contact form here

We’ll need your full name, date of birth and the time and location of the possible event in order to
verify your identity or authority before responding to your request. Once we’ve verified who you
are, we'll notify the User which uploaded your information and help them process your request as
soon possible, and no later than 20 working days (one calendar month) after it has been received.
Please note that Auror cannot make a decision on your request, but we can help our Users to
process requests.

You may have the right to:

« know if a User holds personal information about you on the Platform and get a copy of it if they
do.

+ correct personal information held on the Platform about you if it is wrong.

« objectto the processing of your personal information on the Platform by the User (this right
may not apply if the User has a lawful basis to use your information).

« Askthe User to delete the personal information they have uploaded to the Platform about you
(this right may not apply if the User has a lawful basis to hold your information).

Complaining about a User’s use of the
Platform

If you have any concerns about the way a User has collected or processed your personal
information on the Platform, you should contact that User directly and let us know at
privacy@auror.co. If the User cannot resolve your concerns, you have the right to complain to the
data protection authority in the country you live. Ask the User if you’re not sure which authority to
contact, or ask us and we’ll try our best to point you in the right direction.
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CAO05 Application for authorised access to current names and
addresses in the Motor Vehicle Register

Company details

Question

Response

Company name

Auror Limited

Trading as name n/a
Company number 3792596
Motor Vehicle Trader n/a
(MVT)/Financial Service Provider

(FSP) number

Transport Agency customer n/a

number

Motorcheck account number 590246-085

What is the nature of the
business?

Auror is a Crime Intelligence Software Platform that
assists retailers (such as fuel companies) and police
prevent crime and reduce loss.

Our Fuel customers include Z Energy, BP, Caltex,
NPD, and Mobil. We provide the debt recovery
process for these retailers including accessing
Motorcheck, sending letters to registered vehicle
owners, and processing debt payments..

The purpose of our access is to undertake the above
service on behalf of our fuel customers. Specifically:
To assist in finding the registered person details in
respect of a motor vehicle that has been involved with
non-payment or failure to pay in-full for goods and
services, provided that Auror has entered into a
contract with a Fuel supplier instructing them to
undertake this activity on their behalf.

What locations does the business
operate from?

Auckland, New Zealand

How long has the business been
operating?

The business was incorporated in May 2012.

Company contact

Question

Response






Name Phil Thomson
Phone +64274635221
Email phil@auror.co

Staff and agents employed

Question

Response

How many staff or agents are
likely to have access to the
register?

Access is restricted to three key staff members at
Auror. However, we have an automated process in
place whereby the staff members do not actually
directly view the personal information retrieved from
the register.

What are the roles of those likely
to have access?

Debt recovery and customer support team.

What training will you give those
who are likely to have access on
the proper handling of the
information from the register?

All employees are provided with training on privacy,
information security, and acceptable use policy
requirements for information handling. Any employee
that requires access to the register also has training
on our debt recovery and MVR access process.

What controls do you have in
place to ensure that those who
are likely to have access, handle
the information properly?

Our business involves handling sensitive personal
information every day — we already work closely with
NZ Police and safely share sensitive information with
them. We have processes and policies (including our
privacy policy) that ensures information is handled

properly.

We have a well developed process for access to the
MVR which includes overnight batch requests and the
resultant data is uploaded into our software which
then automatically generates the letters to be sent off
for printing and delivery. This means that our
employees do not need to view the personal
information that is provided by the MVR. Once the
letter process is complete (this occurs on a weekly
basis), the MVR data file is hard deleted from the
employee’s device.

Employees accessing the Motor Vehicle Register use
Auror provided devices and these devices are
protected by endpoint protection and antivirus
solutions. All systems (including our debt recovery
process system) that hold Sensitive Data are hosted
in Microsoft Azure. Security configuration standards
are reviewed annually and on significant business
change and all changes to the configuration of our
controls automatically alert our security channels and






email.

Our debt recovery system is designed to:

- Automatically request data from the MVR
using the overnight query request;

- Automatically ingest the results to create Fuel
supplier branded recovery letters that are then
sent to a mailhouse for printing and postage;

- Provide a dedicated online payment portal link
to make payment easy, private, secure;

- Remove the associated vehicle from any
Automatic Numberplate Recognition systems.

What disciplinary measures can
you take against those who do
not handle the information from
the register properly?

Access to this information will be tightly controlled and
we have the right to revoke access to this information
for any staff or agents that do not handle this
information properly.

Failure to follow Auror policies and procedures may
result in disciplinary action, up to and including
termination of employment.

Using and collecting information

Question

Response

Do you currently use the register

Yes

If yes, what do you currently use
the register for?

On behalf of our fuel supplier customers, we automate
the process for obtaining details from the MVR,
printing and sending letters, and collecting payment
for unpaid goods and services. We undertake this for
over 400 petrol stations across New Zealand from
customers including Z Energy, BP, Caltex, NPD, and
Mobil.

Our Purpose for access is:

To assist in finding the registered person details in
respect of a motor vehicle that has been involved with
non-payment or failure to pay in-full for goods and
services, provided that Auror Limited has entered into
a contract with a Fuel supplier instructing them to
undertake this activity on their behalf.

Positive Impact on Vehicle Owners

The sending of debt recovery letters and providing an
online payment service on behalf of our Fuel
customers provides the vehicle owners with a better






experience without judgement or presumptions of
guilt.

The automated process we undertake on behalf of our
fuel customers also enhances the privacy of motor
vehicle owners as it ensures that staff members at
individual service stations are not accessing the MVR,
retaining owner details, or sending unauthorised
communications (which is what used to take place).

Further, many fuel stations now have Automatic
Numberplate Recognition (ANPR) technology which
prevents vehicles from obtaining fuel if that vehicle
has been involved in a non-payment event where
money is still outstanding. By utilising Auror’s
automated process, it ensures that vehicle owners are
able to quickly and easily repay any outstanding
amounts and have their vehicle removed from ANPR
alerting systems (allowing the vehicle to fill up without
prepayment or denial of service).

What do you intend to use the
register for (select out of the
following):

Fuel suppliers

What are your reasons for not
collecting the information directly
from the individual concerned?

The individual has visited a fuel station and driven-off
without paying for the fuel or providing their contact
information (intentionally or unintentionally).

What are your reasons for not
collecting the information from a
source other than the register?

We are not aware of any other source that we can get
the vehicle owner information based on the vehicle
registration.

What are reasons for not seeking
confirmation of the registered
person through the Waka Kotahi
free online service?

The Waka Kotahi requires:
e the vehicle’s plate number
e the name or driver’s licence number of the
person being confirmed.

Since the individual is visiting a fuel station and
drives-off without paying for fuel or providing their
contact information, the fuel site would not be able to
obtain the name or driver’s licence number.

What are your reasons for not
asking for the information through
the Official Information Act 19827

Our customers have more than 100,000 incidents a
year and many of these incidents may require details.
Therefore, requesting these under the Official
Information Act 1982 would be time-consuming for
everyone involved (including NZTA).

How will you tell the persons
whose information has come

In the letters sent out to the registered vehicle owner it
informs them that their personal information was






through the register about the
fact that the register was the
source of the information?

obtained from the MVR.

How will you tell the persons
whose information has come
from the register about what you
will use the information for?

Vehicle owners are contacted by letter which informs
them of the reason for contact (non-payment of fuel),
and details of the event the vehicle was involved in.
These details include an image of the vehicle, the
date, time, amount of fuel taken, the pump number,
and the site location. Video evidence is also captured
by the fuel retailer if the vehicle owner queries the
incident to ensure it is resolved correctly with the right
person (the letter provides the fuel retailer’s contact
details).

It also provides them with a link to pay the money
owed online or to visit the applicable fuel site.

Video evidence if the vehicle owner queries the
incident to ensure it is resolved correctly with the right
person.

How will you tell the persons who
information has come from the
register about the fact that they
can notify the Registrar that they
do not wish to have their names
and addresses made available
under an authorisation?

In the letters sent out to the registered vehicle owner it
informs them that their personal information was
obtained from the MVR.

Security and privacy

Question

Response

What physical and computer

security systems do you have in
place to ensure that information
from the register is kept secure?

We utilise leading security standards, with secure
Microsoft hosting and encrypted databases. These
data centres utilise industry leading security policies
and standards and are SOC 1/SSAE 16/ISAE 3402,
SOC 2, and ISO 27001/27002 compliant. Microsoft
manages the physical and environmental security
concerns of the data centres. Each Azure facility is
designed to run 24x7x365 and employs various
measures and safeguards to help protect operations
from power failure, physical intrusion, and network
outages. These data centres comply with industry
standards (such as ISO 27001) for physical security
and availability. They are managed, monitored, and
administered by Microsoft operations personnel.

All information in transit to and from Auror is currently
encrypted using SSL 256-bit encryption. The Auror
platform can only be accessed using a secure channel






where the data traffic is encrypted using a Comodo
SHA-2 certificate (256-bit encryption). Transport Layer
Security (TLS/SSL) is used to protect the transfer of
information and data to Auror’s servers.

Auror employs independent third parties to regularly

test and affirm the integrity of our security systems.
Testing includes network and application-level
penetration testing

Auror offices are physically secured with key access
fobs uniquely assigned to team members and an
alarm system. There is no sensitive data, customer
information, permanent computing equipment or
infrastructure on-site so no additional controls are
needed. Auror has a documented and published
Physical Security Standard that addresses these
requirements.

What physical and computer
security systems do you have in
place to ensure that information
from the register is only used for
the purpose or purposes
specified in the authorisation?

As above, we have designed our debt recovery
system and process to restrict access to the
information and that it is only used for the purposes
described above. Access to the debt recovery system
is also restricted within the company.

Have you ever been found to No.
have breached any of the
information privacy principles in
the Privacy Act 2020 or previous
privacy legislation?

Have you ever been found, in No.
proceedings of any kind, to have
breached any confidentiality
obligation?

Credit check

Question Response

Do you have a credit rating and, n/a

if so, what is it?

Authorisation term

Question Response

How long do you want the
authorisation to last (maximum of

Five years.






5 years)?







NZTA CUSTOMER NO:
NZTRANSPORT MPORTANT!
AGENCY
WAKA KOTAHI PLEASE ENCLOSE BANK DEPOSIT SLIP FOR
ACCOUNT VERIFICATION AND RETURN TO THE
NZ TRANSPORT AGENCY
ACCOUNT INFORMATION
Name of Account ‘AU ror Limited ‘
Customer (Acceptor) to complete bank/branch number and account number
and suffix of account to be debited.
060541 0626022 00
Bank  Branch Number Account Number Suffix
Authorisation Code ‘ 0‘ 3 ‘ 0‘ 5‘ 1 ‘ 0‘ 4‘
(User Number)
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Bank Name ‘ ANZ
Address (PO Box) \ Ponsonby North, PO Box 1393, Wellington

Town/City 'Wellington

Date Q07 < 04 & 2022

I/We authorise you until further notice in writing to debit my/our account with you all amounts which -

NEW ZEALAND TRANSPORT AGENCY

(hereinafter referred to as the Initiator)

the registered Initiator of the above Authorisation Code, may initiate by Direct Debit.

I/We acknowledge and accept that the bank accepts this authority only upon the conditions listed on the reverse of this form.
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Name of Account (Customer to complete) ‘ Auror Limited

FOR BANK USE ONLY

Date Received Recorded By Checked By

Authorised Signatures

Original - Retain at Branch

Copy - Forward to Initiator if requested
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Introduction

The Auror Platform enables your organization to use information and intelligence to stop crime and
keep your people, customers, and communities safe. The security of data is critical to the success of
our business, so you can be assured we take security extremely seriously.

We recognize that security is also a significant concern for many of our customers and we want to
assure our customers that their data and information is safe and secure in the Auror Platform. Security
is a priority across the company and throughout the development process; creating a highly secure
platform that allows our customers and partners to access information in a practical yet protected way.
We maintain effective controls over the security, availability, confidentiality and processing integrity of
our Platform.

We are transparent in how we ensure the ongoing safety and security of your data. This overview
provides you with the information you need to understand and evaluate our security practices and
policies for yourself. Our policies are regularly reviewed and approved by Senior Management.
This overview outlines how the Auror team keeps our Platform and systems secure, and your data safe.
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What is Auror?

Auror is a Software as a Service platform (Platform), accessed via a secure web portal and mobile
application. Auror processes data about security and safety events that occur, including personal
information. Auror does not sell or license customer data to any third-party.

Our People and Places

Physical Security - Offices

Auror has offices in New Zealand, Australia, and the USA. Auror’s software design and development is
undertaken at its headquarters office in Auckland, New Zealand. We do not store any customer data at
any of our sites.

Auror offices are protected by access card, a multi-zone alarm system, CCTV, and an external security
monitoring company. Secure document destruction and media disposal services are also used.

Employees

All Auror employees and contractors have background and criminal history checks completed when
employed. All employment agreements contain confidentiality clauses and also include information
about the company’s security policy and protection of personal and confidential information. Security
is also part of the onboarding procedures and processes, and security awareness training is regularly
undertaken. Role specific coaching and training is provided to all roles requiring specific security
knowledge and skills, this includes software development and platform engineering.

Access to Data and Platform

Within Auror, only a controlled group of authorized senior engineers have privileged access to access
raw customer data stored within our application. Authentication is established via individual username/
password accounts, with tightly-controlled firewall rules preventing access from unapproved locations.

Auror assigns individual logins to a limited number of employee users to access the Platform, as
determined by job role (e.g. customer support). Employee behavior on the Platform is undertaken in
accordance with our security and privacy policies and periodic reviews of access lists are performed to
ensure access to any customer data is appropriate and authorized.





Shared accounts are prohibited in our platform environment and as such all employees have their own
unique ID and require multi-factor authentication. All access and use by Auror employees is logged.
Access is immediately revoked for any employee when they leave the company.

Sub-contractors

Auror does not employ any subcontractors that have access to data. All design, development, and
maintenance of the Platform as well as user support is undertaken by Auror’s own team.

Passwords Policy

Auror has a defined password policy and we require all employees to use a password manager. Two
factor authentication is also mandated for high risk systems.

Software Development
and Security

Auror develops software using agile development processes, and our security approaches have been
woven through this approach. This enables us to continuously develop and update our software, while
alsotargeting and fixing any security vulnerabilities quickly once discovered. As part of this development
process, we also have a “whole team” mentality to quality assurance as well as having dedicated QA
employees. This allows us to introduce new features quickly and safely, and we actively work to educate
and empower our software engineers to review their own features to ensure they meet our security and
quality standards.

Our policies and standards suite align with major global security frameworks such as ISO 27001/27002,
SOC 2, NIST, and OWASP. Controls are developed, deployed and reviewed frequently to ensure they
remain best practice.

Our software assurance practices mix both internal and external assurance and verification activities.
Our applications are reviewed as part of code merging practices and our 3rd party technologies are
monitored for security vulnerabilities. All Auror platform applications are subjected to penetration
testing as part of the release process, using globally recognized independent third parties.





Encryption

Encryption in transit
All information in transit to and from the Platform is encrypted using SSL 256-bit encryption and
protected with Transport Layer Security (TLS/SSL).

Encryption at rest

All datais encrypted and decrypted using 256-bit AES encryption. Data at rest is encrypted in SQL server
using Transparent Data Encryption (TDE) that performs real-time encryption and decryption of the
database, associated backups, and transaction log files at rest.

Security Monitoring

We prevent known and emerging security risks at all levels of our architecture by using world class
technologies and approaches.

Detection and Analysis

Application, infrastructure, and security logs are consolidated and archived for a period of 3 years.
Suspicious activity isinferred (using a combination of hand-built and machine learning alert rules) from
these logs and sent to our engineering team in real-time.

Vulnerability & Threat Management

Microsoft anti-malware protects Azure services and virtual machines. Microsoft also uses intrusion
detection, denial-of-service (DDoS) attack prevention, penetration testing, data analytics, and machine
learning to constantly strengthen its defense and reduce risks.

Automatic checks in our software development lifecycle identify security vulnerabilities in our 3rd party
libraries and frameworks. These issues are patched promptly when an update is made available.

Weekly: We have automated vulnerability scans.
At least annually: We have third-party penetration tests.
All new major releases: We perform end-to-end third-party penetration tests.

Penetration Testing

We use independent specialist third parties to regularly test and affirm the integrity of our security
systems. This is undertaken at least annually, as well as for any new major feature releases. Testing
includes network and application-level penetration testing as both an anonymous and as an
authenticated user under the context of several sets of valid credentials. Recent test results found that
“Overallthe application source was found to be of a high standard, well documented and using industry
standard technologies”

DDoS

All services have built-in rate limiting and automated blocking features to mitigate advanced denial-
of-service or authentication attacks. The Auror network infrastructure is protected against volumetric
attacks by our cloud providers, in addition to a dedicated DDoS mitigation service.





Data & Hosting

Data Centers

The Platform is fully hosted with Microsoft Azure. We intentionally chose Microsoft as our technology and
hosting partner as Microsoft Azure complies with both international and industry-specific compliance
standards and participates in rigorous third-party audits that verify all security controls. As a global data
storage provider, Microsoft has developed strong privacy and security processes and controls and has
provided assurances within its own Online Services Terms of compliance with global privacy regulations,
including the California Consumer Privacy Act (CCPA) and the EU General Data Protection Regulation (GDPR).

Microsoft Azure’s data centers are SOC 1/SSAE 16/ISAE 3402, SOC 2, and 1SO 27001/27002/27018 compliant.

S{o]o ISO 27001 ISO 27008

Microsoft manages the physical and environmental security concerns of the data centers. Each Azure facility
is designed to run 24x7x365 and employs various measures and safeguards to help protect operations from
power failure, physical intrusion, and network outages. These data centers comply with industry standards
(such as ISO 27001) for physical security and availability. They are managed, monitored, and administered
by Microsoft operations personnel.

Platform Instance Hosted Data Center
Australia Microsoft Azure Australia
New Zealand Microsoft Azure Australia
North America (United States & Canada) Microsoft Azure USA

UK Microsoft Azure UK





Availability and Continuity

Our primary database for each Platform Instance is geo-redundant in case of catastrophic failure
in one data center. In case of failure, the platform redirects to our secondary database which is
in a secondary data center located in an alternative Azure facility within the same geography.
Azure handles this automatically, which includes creating full backups every week, differential backups
every 12 hours, and transaction log backups every 5 to 10 minutes.

Type of Data

The Platform has been carefully designed to assist customers to apply a data minimization approach
to retail crime reporting and intelligence. The Platform captures only relevant and necessary fields
of personal data, determined as a result of a robust design process which included input from major
retailers and law enforcement agencies. The Platform also controls the fields of personal data the
customer can capture on the Platform, to ensure that it is relevant and appropriate.

The Platform is designed to facilitate the processing of only the personal data needed to manage crimes
and other security events. The customer ultimately decides the level of personal data they are willing to
use the Platform to process. Personal information may include:

+ People Details (where available): including image, name, DOB, age, address, mobile phone number,
ID details, gender, height, build, distinguishing features, and behavior. Note: The Platform does not
capture skin color or ethnicity as these are often classified as “sensitive information” and can create
additional risk around racial bias or profiling.

+ Vehicle Details: Registration plate, color, make, model.

+ Other Details: Details of any witnesses, law enforcement information including reference number and
officer details.

Sharing

TheAuror platform is a multi-tenanted environment with storage used for all tenants within a geography.
However, data is logically segregated and stringent access controls are implemented at multiple layers
within the Platform’s application code to ensure users only access data that they are allowed to. These
checks are verified as part of our internal testing and penetration testing activities.

Opt-in Required

By default, your data is not shared with anyone outside your organization. However, customers have
the ability to share high-level event information with (and receive information from) other organizations
that use the Platform on an opt-in basis. This includes other retailers and law enforcement agencies.
This is undertaken at an organization level (by an administrator) and not at an individual user/incident/
event level.

If you opt-in to sharing with a law enforcement agency, all non-sensitive events and information will be
available to access by that agency’s registered users. If shared with another organization, only certain
event information is shared, but there is no access to your evidence locker (CCTV video, statements,
etc.) or to employee personal information.

You may turn off sharing with any organization at any time.





Platform & Users

AuthO

Auror utilizes AuthO for authentication services.

Auth0 is ISO 27001 / 27018 certified and has completed a full third-party SOC 2 Type Il audit. This
helps Auror to adhere to best-in-class compliance frameworks.

User Passwords

AuthO uses theindustry-grade and battle-tested berypt algorithm to securely hash and salt passwords.
These security measures prevent attackers from finding out any user IDs and passwords from traffic
interference and decryption of hashed passwords. Auror does not have access to any user passwords
and this management is undertaken through AuthO’s service.

Single SignOn (SSO)

SSO is available for customers with specific identity management requirements. These are discussed
and planned on a per customer basis using proven technologies.

User auditing

All user activities on our sites are monitored and can be audited meaning that any action performed
by a user can be tracked (and changes reverted if needed). If there was an attack or misuse from a
user, the user can be identified and deactivated.

Incident Response
and Data Breaches

Our Incident Response Process details a clear process for handling incidents, contains clear escalation
paths to senior and executive staff members and is tested annually. As incidents occur, the findings from
these events are used to improve processes, and systems throughout the organization.

Auror also has processes in place to respond to and manage any data breaches. In the unlikely event of
a data breach (it has not had one to date), Auror will promptly notify the affected customer(s) and any
regulators (if required).





Privacy

We commit to meeting the highest bar for data privacy, and support you and your organization in
keeping your data secure and in your control. We take information privacy and security seriously, and
we ensure that our practices adhere to all relevant privacy legislation including the EU General Data
Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA).

Extensive work with privacy experts and legislative agencies has been undertaken to provide enhanced
compliance with legislation for customers. Auror also routinely undertakes Privacy Impact Assessments
with third-party consultants.

Privacy by Design

A privacy and information sharing framework has been built into the Platform and a Privacy by Design
approach is taken throughout the development process. This:

+  Keeps the customer in control of their data;
Minimizes the personal data captured and used by the customer
+ Ensures the customer can comply with data subject rights

«  Keeps customer data safe and secure

Data Processor

Auror is regarded as the data processor and the customer owns the data (data controller).

Our Partners

We work with globally recognized industry leaders

BN Microsoft &% NIA Simpl
MM Gold Partner f" AUthO !EMT§=8.MuESTSEcum Pll'ivgcsgf

Technology and Authentication Security and Privacy and Data
Hosting Services Penetration Testing Compliance





Got questions?

If you want to know more about our approach to security, we are happy to help

Contact us today through security@auror.co
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You can view the terms and conditions for some recently granted here:

https://www.nzta.govt.nz/vehicles/how-the-motor-vehicle-register-affects-

you/authorised-access-to-the-register/terms-and-conditions/ Hopefully these examples
will provide some clarity on the type of conditions you may see reflected, and we

suggest you keep these in mind when providing your answers to the questions on the
application form. Think carefully about how you would meet each condition and how
you could then supply evidence to Waka Kotahi of doing so. Any evidence of your
current recording processes, privacy policies and staff training materials should also be
supplied with your application.

If you have any questions please let me know.

Kind regards

Gemma Rush (she/her)

Senior Case Officer, Exemptions & Registers Integrity
Te Roopu Waeture | Regulatory Services

Waka Kotahi NZ Transport Agency
Palmerston North
Private Bag 11777, Palmerston North 4442, New Zealand

twitter | youtube | facebook

592)()

From: @auror,co>
Sent: Thursday, 7 April 2022 11:11 AM

T0: S241 <XXXX@XXXX.XXXX. XX

Subject: NZTA CAO05 Application.~/Auror Limited

CAUTION: The sender of this emaihis’from outside Waka Kotahi. Do not click links, attachments, or reply
unless you recognise the sender'siemail address and know the content is safe.

To whom this may toneern,

Auror Limited,are applying to renew our authorised access to current names and
addresses, in-the'Motor Vehicle Register. We currently have a direct debit set up with
NZTA.Could you please confirm whether you would be able to direct debit the
applieation fee from our current account set-up? Or whether we need to fill in another
direct debit form?

Many thanks in advance,

s 9(2)(a)

s 9(2)(a)
S9@@ @auror.co
s 9(2)(a)


https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nzta.govt.nz%2Fvehicles%2Fhow-the-motor-vehicle-register-affects-you%2Fauthorised-access-to-the-register%2Fterms-and-conditions%2F&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=G0TjMzRmqq4qa0SZB8RxDwFJ68HLs5TYf%2BmccG9AZ%2B8%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nzta.govt.nz%2Fvehicles%2Fhow-the-motor-vehicle-register-affects-you%2Fauthorised-access-to-the-register%2Fterms-and-conditions%2F&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=G0TjMzRmqq4qa0SZB8RxDwFJ68HLs5TYf%2BmccG9AZ%2B8%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Ftwitter.com%2FWakaKotahi_news&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=7hW8stRYJiEfsmL7o0ZI1sjR2yiFLH22f4tWLwYc6dg%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fuser%2FNZTransportAgency&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=Uqt3Lx1IOmdxIXOWs4R5uV98wjjWdjEQP8ha8QiQbN0%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.facebook.com%2FTransportAgency&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=ioqNfdHr%2FiX5mxHLxpkFtQFGnRdY81ATNNPhKsIFABI%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnzta.govt.nz%2F&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=11GQ3vijIy8HztzlzfHECruILtWV%2BFc3jqO3iKXUBbw%3D&reserved=0
mailto:xxxx@xxxx.xxxx.xx

Auror.

Image removed by sender.

The content of this e-mail (the "Communication™) is confidential, may contain copyright information, and is
for the use only of the intended recipient. If this Communication is not intended for you, please notify the
sender immediately by return e-mail, delete the Communication and return e-mail, and do not read, copy;
retransmit or otherwise deal with it. Thank you.

This message, together with any attachments, may contain information that is classified
and/or subject to legal privilege. Any classification markings must be adhered to. If you
are not the intended recipient, you must not peruse, disclose, disseminatg, copy or use
the message in any way. If you have received this message in error,‘pléase notify us
immediately by return email and then destroy the original message.. This communication
may be accessed or retained by Waka Kotahi NZ Transport Agency for information
assurance purposes.

5 9(2)(a) SV
=SS @auror.co

s 9(2)(a)

Auror.

The content of this e-maif (the "Communication") is confidential, may contain copyright information, and is for
the use only of the intended recipient. If this Communication is not intended for you, please notify the sender
immediately bysreturn’e-mail, delete the Communication and return e-mail, and do not read, copy, retransmit or
otherwise deal With it. Thank you.


https://aus01.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.auror.co%2F&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=KT8BqiFwZeA8kA%2BMaFD61mL5i6MxIf8Ga1nf%2BBZmpjc%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.auror.co%2Ffor-investigators%3Futm_medium%3Demail%26utm_source%3Dorganic%26utm_campaign%3Dauror-investigate%26utm_content%3Dchampion&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=UrYgFdQY%2B7NiLl2uio9Gj%2FII6IWHtJR8tUARNIrCLEo%3D&reserved=0
https://aus01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.auror.co%2Ffor-investigators%3Futm_medium%3Demail%26utm_source%3Dorganic%26utm_campaign%3Dauror-investigate%26utm_content%3Dchampion&data=04%7C01%7Cs241%40nzta.govt.nz%7C623d3f7a12d142df548508da184cd6cf%7C7245e48ca9ff4b2898ef05cfa8edb518%7C0%7C0%7C637849017343820597%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=UrYgFdQY%2B7NiLl2uio9Gj%2FII6IWHtJR8tUARNIrCLEo%3D&reserved=0

L\E\N';\MSI;?TTAHI Application for authorised access to current names CAO5
and addresses in the Motor Vehicle Register

AGENCY
Anyone can apply for an authorisation from Waka Kotahi NZ Transport Agency to access current names and addresses in the
Motor Vehicle Register.

Applications for access are made under section 241 of the Land Transport Act 1998. Waka Kotahi consults with the Ombudsman,
Privacy Commissioner and Police Commissioner (our advising agencies) before deciding whether to grant an authorisation. An
authorisation should be for a specific purpose and is subject to any conditions specified by Waka Kotahi.

We suggest you view some of the current terms and conditions (which you can view in detail here: www.nzta.govt.nz/authorised-
access-mvr/tc) then think carefully about how you would meet each condition and how you could then supply evidence to
Waka Kotahi of doing so.

For more information visit the Waka Kotahi website at www.nzta.govt.nz/authorised-access-mvr

Use this application if you want authorisation to access current names and addresses in the Motor Vehicle Register onl§ (this'does
not include details of previously registered persons). You don't require an authorisation to access non-personal vehicle information
(eg make, model, licence expiry dates, etc.). This authorisation does not allow access to details about finance owingwon'vehicles.
That information is held by the Personal Property Securities Register (www.ppsr.govt.nz/cms).

Please consider the following alternatives before you apply:

= Case-by-case applications for personal information can be made with this transaction at
https://transact.nzta.govt.nz/transactions/ReqPersonallnfoAccess/entry

=  We have a free online confirmation service available here with no authorisation needed at
https://transact.nzta.govt.nz/transactions/ConfirmRegisteredPerson/entry

privacy The information requested is required to process youwapplication for Application for authorised
access to current names and addresses in the Motor Vehiele Register under section 241 of the Land
Transport Act 1998. Collection of this information is‘required by Part 6 of the Land Transport
(Motor Vehicle Registration and Licensing) Regttations 2011.

Waka Kotabhi, in its capacity as the Registrar of Motor Vehicles (and its agents), will hold, store,
use and disclose any personal information‘eoflected as part of this application in accordance with
the Land Transport Act 1998 and the\Privacy Act 2020. In particular Waka Kotahi must, at the
request of an individual, provide the name of any person to whom personal information about
that individual has been disclosed Where that disclosure has been made to a person who has been
authorised to access names and addresses under section 241 of the Land Transport Act 1998.

You are entitled to access, and request the correction of, any readily retrievable personal
information held aboutyyou by Waka Kotahi. You can do so by writing to us at Private Bag 11777,
Palmerston North4442 or by emailing us at info@nzta.govt.nz.

payment We must receive payment with your application in order for it to be considered.

The application fee applies regardless of whether the application is approved or declined. The fees
(in€luding GST) are:

Individual (except for sole traders) $621.46
Business that is not a representative body or member of a representative body $854.57
(including a sole trader)

Representative body with a disciplinary power $1165.30
Representative body with no disciplinary power $1320.65
Any other applicant not covered above $1165.30

You should pay the fee to Waka Kotahi at the time of application. Applications will not be
completed unless the correct fee is paid. You can pay by direct debit:

* To pay by direct debit, please use our direct debit form (available from www.nzta.govt.nz/dda).
Please post the original form, not a photocopy, or email a high quality scan with your application.

Sending in your Please email this form along with a high quality scan of the direct debit form and any extra relevant
application information to s241@nzta.govt.nz.

You can also print and complete this form and send it with the original direct debit forms and any
extra relevant information to:

Exemption and Registers Integrity
Waka Kotahi NZ Transport Agency
Private Bag 11777

Palmerston North 4442
04/22



Answer all questions as best you can. We're required under legislation to ask these questions as part of the
application process.

You can also attach any extra information you think might be relevant to the application (eg privacy policies, sample

agreements).
Company details Company name
The company name is the ‘AUI’OI‘ Limited ‘

name that we will issue the

authorisation under. If you are a
sole trader, enter the name you've \n/ a ‘
registered with the Motor Vehicle

Trading as name

Traders Register. Company number
Write n/a in any boxes not ‘3792596 ‘
applicable. . . . . .

Motor Vehicle Trader (MVT)/Financial Service Provider (FSP) number

\n/a \

Waka Kotahi NZ Transport Agency customer number
\n/a \

Motochek account number

s 9(2)(a) |

What is the nature of the business?

Crime Intelligence Software Platform that assists retailers (sueh as fuel'companies) and police prevent crime and reduce loss ‘

Attach a separate sheet if What locations does the businesswoperate from?
necessary. Auckland, New Zealand

How long as'the business been operating?
\10 years. The business was incorporated in May 2012. \

Company contact Mame

s 9(2)(a)

Phone Email

5 9(2)(a) s |
Staff.and agents How many staff or agents are likely to have access to the register?
employed \Access is restricted three key staff members at Auror. \

FRil out this section if you employ

' ?
e or engage agents What are the roles of those likely to have access

Debt recovery and customer support team.

= Write n/a for your answer
where not applicable

. We have anautomated process in place whereby the staff members do
= Continue on a separate sheet O Hire w the nereanal infarmatian retri

of necessary

register.

CAO5 Application for authorised access to current names and addresses in the MVR



Staff and agents What training will you give those who are likely to have access on the proper handling
employed (continued) of the information from the register?

All employees are provided with training on privacy, information security,
and acceptable use policy requwements for information handllng Any

emptoyee that requires access to the register also has training onout
debt recovery a and MVVR_access process

OOV G AL EOoo PHUYTEOOs

What controls do you have in place to ensure that those who are-likely to have access
handle the information properly?

Our business involves handling sensitive personal information every day — we already work closely with NZ"Police and safely share sensitive
|nf0rmat|on W|th them We have processes and poI|C|es (|nclud|ng our pnvacy pollcy) that ensures |nformat|on is handled properly
ed proce T que u aded i

view na a
is hard deleted from the employee s dewce

Empioyees accessing the Motor Vehicle Register use Auror provided devices and these devices are protected by endpoint protectiorrand
antivirus solutions. All systems (including our debt recovery process system) thathold*Sensitive Data are hosted in Microsoft Azure. Security
configuration standards are reviewed annually and on significant business chahge and all changes to the configuration of our controls
automatically alert our security channels and email.

Our-debtrecovery systemis-designed-to:

Automatically request data from the MVR using the overnight query request;
Automatically ingest the results to create Fuel supplier branded¥eeovery letters that are then sent to a mailhouse for printing and postage;

Provide a dedicated online payment portal link to make payment easy, private, secure;
Remove the associated vehicle from any Automatic NumberplatéyRecognition systems.

What disciplinary mieasures can you take against those who do not handle the
information fronTthevegister properly?

Access torthis information will be tightly controlled and we have the right
to revoke.access to this information for any staff or agents that do not
handie this informationproperty:

Failure to follow Auror policies and procedures may result in disciplinary
aetion, up to and including termination of employment.

CAO5 Application for authorised access to current names and addresses in the MVR



Using and collecting
the information

For help in answering this
question, see ‘Standard terms’
listed at the end of this form.

Let us knowhiow you tell your
custorners that you accessed their
infommation from the register. For
exdmple, verbally, in writing, in
contract documents.

In most circumstances we will
require you to inform your
customer that you are accessing
their information and that they
can opt out.

What is your estimated volume of plate enquires each year?

Do you currently use the register?

D No @ Yes

If yes, what do you currently use the register for?

On behalf of our fuel supplier customers, we automate the process for obtaining details from the MVR, printing and sending letters, and collecting payment for unpaid goods and services.

What do you intend to use the register for?
| Vehicle trader

@ Fuel suppliers

|| Finance companies and insurers

|| Other (please specify)

What are your reasons for not collecting\the information directly from the individual
concerned?

The individual has visited a fuel station and driven-off without paying for the fuel or

providing their contact informatiop=(intentionatly or urmntentionatty).

What are your reasons/for net collecting the information from a source other than the
register?

We are not aware.of any other source that we can get the vehicle owner

information based on the vehicle registration.

What are you'reasons for not seeking confirmation of the registered person through
the Waka Kotahi free online service?
(https://transact.nzta.govt.nz/transactions/ConfirmRegisteredPerson/entry)

"The Waka Kotahi requires:
the vehicle' s plate number
the name or driver’ s licence number of the person being confirmed.

Sifice the individual is visiting a fuel station and drives-off without paying for fuel or providing their contact information, the fuel site would not be able to obtain the name or driver' s licence number.

What are your reasons for not asking for the information through the Official
Information Act 19827

Our customers have more than 100,000 incidents a year and many of these incidents may

....... A ] Th A Y ££ 11 ratinn- A

H tailc rafar raaHectina—th FETEY ¥ 4+ Official-1nf ~+ 1092 \wardd-h
require-actans.merciore,requestmngmescunaer me omiiarmormatonAtt rgoz2 wouit0¢c

time-consuming for everyone involved (including NZTA).

How will you tell the persons whose information has come from the register about the
fact that the register was the source of the information?

In the letters sent out to the registered vehicle owner it informs them that

their personal information was obtained from the MVR.

CAO5 Application for authorised access to current names and addresses in the MVR



Using and collecting
the information
(continued)

Security and privacy

We need to know how that any
computers that might access
the register are secured from
the public and are password
protected to use.

For example, you could telhus
about your staff traifiing

How will you tell the persons whose information has come from the register about
what you use the information for?

Vehicle owners are contacted by letter which informs them of the reason for contact

navmentof-fueN—and-detaile aof the-event the vehiclewacs invalved-in—Thece-detalle ineltde
\||u|| payrmerntoracr,anu-uCans orccvertaicvermcicvwasimvorveu e st uttansmicauc

an image of the vehicle, the date, time, amount of fuel taken, the pump number, and the site
location. Video evidence is also captured by the fuel retailer if the vehicle owner queries the
incident to ensure it is resolved correctly with the right person (the letter provides the fuel
retailer’ s contact details).

It also provides them with a link to pay the money owed online or to visit the applicable fuel site.

Video evidence if the vehicle owner queries the incident to ensure it is resolved correctly with the
right person.

How will you tell the persons whose information has come from the register about the
fact that they can notify the Registrar that they do not wish to have theirmames and
addresses made available under an authorisation?

In the letters sent out to the registered vehicle owneritynforms them that
their personal information was obtained from the MVR«

What physical and computer security systems do you have in place to ensure that
information from the re€gjistér is kept secure?

We utilise leading security standards, with secure Microsoft hosting and encrypted databases. These data centres utilise industry leading security
pol|<:|es and standards and are SOC 1/SSAE 16/ISAE 3402 SOC 2, and ISO 27001/27002 compllant Mlcrosoft manages the phy3|cal and

personnel

Atrinformation i transitto-and-fromrAuror is currently encrypted using SSt256-bit encryption. The Auror platformcamonly beaccessed using &
secure chapnel where the data traffic is encrypted using a Comodo SHA-2 certificate (256-bit encryption). Transport Layer Security (TLS/SSL) is
used to protect the transfer of information and data to Auror's servers.

Auror. employs’independent third parties to regularly test and affirm the integrity of our security systems. Testing includes network and
application-tevet-penetration-testing

Auronoffices are physically secured with key access fobs uniquely assigned to team members and an alarm system. There is no sensitive data,
customer information, permanent computing equipment or infrastructure on-site so no additional controls are needed. Auror has a documented
and published Physical Security Standard that addresses these requirements.

What physical and computer security systems do you have in place to ensure that
information from the register is only used for the purpose or purposes specified in the
authorisation?

As above, we have designed our debt recovery system and process to

restrict access to the information and that it is only used for the

purposes described above. Access to the debt recovery systemis also
restricted within the company.

Hoto UV
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Security and privacy
(continued)

Credit check

We will check for any debts to
Waka Kotahi as part of the
application process.

Authorisation term

Checklist

Make sure you've answered all
the questions and attached all
relevant information.

Standard terms

To help with the timely processing
of applications, we've developed
the following sets of standard
terms.

When sending in an application
for an authorisation, please
indicate in your answer te,the
question ‘What do yousintend to
use the register for?™if a/set of
these standard.texmsapplies to
your applicatien.

Have you ever been found to have breached any of the information privacy principles
in the Privacy Act 2020 or previous privacy legislation?

@No

D Yes

If yes, please explain

Have you ever been found, in proceedings of any kind, to have breached any
confidentiality obligation?

@No

D Yes

If yes, please explain

Do you have a credit rating and, if so, what is it?

n/a

How long do you want the authorisation to last,(imaximum of 5 years)?

Five years.

0] Direct Debit Authority for payimedt

‘0] All questions answered

‘0] Any extra relevant ipformation is attached (Any evidence of your current recording
processes, privagy policies and staff training materials should also be supplied with your

application.)

Vehiclétraders

Checking the registered person when purchasing a vehicle.

Checking that the registered person has been changed correctly
when you sell a vehicle.

Finding registered persons for the purpose of a safety recall
(wholesalers only).

Any other purpose necessary to facilitate the sale and purchase of
vehicles aside from marketing.

Fuel suppliers

Finding the registered person information of vehicles involved where
there has been a failure to pay for goods or services.

Finance companies
and insurers

Checking the registered person of a vehicle when assessing an
application to provide finance in relation to that vehicle.

Checking the registered person of a vehicle when you have a security
interest in that vehicle.

Checking the registered person of a vehicle which is involved in an
accident with your client (insurers only).

Verifying that payments for claims are made to the registered person
of the relevant vehicle (insurers only).

Any other purpose that is reasonably required for assessing or

processing an insurance policy or claim in relation to the vehicle
(insurers only).

togwa
1 | TeKawanatanga o Aotearoa
Hep @ New Zealand Government
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Privacy Statement

This public privacy statement explains how the Auror Crime Intelligence Platform (the Platfopm)
helps retailers to gather, use, and share information about events and retail crime lawfullyand
respectfully. We take information privacy and security seriously, and we ensure that oukPtatform
and our customers adhere with all relevant privacy legislation. We want to create asafe society
and reduce the anonymity of offenders and crime groups. We believe that proyiding the right
information to the right people at the right time will help to reduce crime.

The Platform is designed to protect retailers, their customers and tifelcoOmmunity from harm by
giving retailers, organizations, law enforcement agencies, and thgir)staff (our “Users”) a safe and
secure way to gather and use personal information about indidents and risks. The Platform then
enables Users to access and share their data in a controlled,and responsible way.

If your personal information is on the Platform, itTs because a User (a retailer or law enforcement
agency) you have interacted with has chosegtopload your information.

The Platform stores and processes perseaal information on behalf of Users and according to the
instructions of Users. Auror is a datdfrocessor, which means we do not use personal information
uploaded by our Users for ourewh purposes.

We regularly undertakeWRrivacy Impact Assessments, and so we may update this statement from
time to time. These\chahges may reflect changes to privacy regulation or the Platform, so please

check in againocedsionally to see what might have changed. This statement was last updated in
Septembeg2019.

We're data custodians

Auror helps retailers to collect personal
information lawfully

Our Users upload information to the Platform using an online reporting form. Users may collect

https://www.auror.co/privacy-policy#:~:text=We endeavor to store and,strong privacy regulations in place.&text=\We take all reasonable steps,usin... 1/7
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this information directly from an alleged offender, from a staff member or customer who has
witnessed an alleged offence, or from CCTV footage they have captured. The event reporting form
is designed to ensure that Users upload and share only personal information that is relevant,
accurate and up to date.

Users, including law enforcement agencies, may also generate personal information within the
Platform by editing or commenting on events, or by creating links between events and offenders.

We encourage our customers and Users to be open with the public about the personal infopfation
they may upload and share with their chosen community. They may do this by displaying signage
on their premises or within their own privacy statements. Our Terms of Use also require\¢ur Users
to ensure that they have evidence of an alleged offence or event before uploading 10 the
Platform.

Ensuring data collection is keptto a
minimum

The Platform is designed to limit the personal informatien Users can upload, to ensure that they
only retain and use relevant, accurate and necegSaryrinformation that will actually assist with
public safety and crime prevention.

The personal information a User may upl@ad to the Platform about a person may include:
+ Anyavailable image and vided

« Name

«  Age, Height, Gender, BUjd

« Distinguishing featd¥€sand behavioral characteristics

+ Details of the gvent/ including date, time, location, and any products involved

+ Details of agy'yehicles involved in the event

The Platfgpm enables Users to crop and obscure any images of innocent bystanders to ensure that
theysare’not identifiable in the information captured and shared by the Users on the Platform.

Enabling lawful and respectful processing of
personal information

Users rely on the Platform to collate information about retail crime and other similar events to
provide them, and the other Users in their chosen community, with intelligence that assists with
the prevention of crime and the protection of people and assets. The Platform is designed to
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control the use and sharing of personal information, reducing the reliance on ad hoc information
sharing and questionable public shaming techniques.

To achieve this, the Platform allows its Users to process personal information to:

« Prevent any events that may present a risk to a User or to the public.

+ Investigate an event or criminal offence.

«  Prevent criminal offences. le/
«+ Identify repeat offenders and organized crime groups. Q

« Notify Police and Law Enforcement that an event has occurred. &N

« Provide real-time alerts to other Users.

« Prosecute or otherwise take legal action in respect of an event or criminal offence ?‘

« Research crime patterns and behaviors. é

Customers can determine which trusted third parties it wishes to share |tsY/§maton with (if any).
f

The Platform limits the information a particular User can view on the that User’s role,

selected preferences, and the preferences of other Users in thew&Q’mmty

Where Auror receives a third-party request for personal inf %on we will always direct this
request to the relevant User (unless we are prevente 5 N from doing so). Auror does not use or

disclose the personal information uploaded by Us its own purposes.

We prevent proce@%mg that isn't respectful

As a responsible custodian of e\?o*wal information, we have built safeguards into the Platform

of Use that limit accessdgrthe Platform and the ways in which they can use the Platform.

Y

Here are some spekific things the Platform does not facilitate for Users:

that control the way inﬁfog‘ion can be processed by our Users. All our Users must agree to Terms

+ Racial ilifg
« On- Qpersonal information to third parties.
. @mated decision-making about people.
%Brmg information about minors with other Users (though such information may be used by
Q}ﬁw enforcement agencies to intervene and assist minors to stay out of trouble).
Q~ Auror has also developed a process to ensure that we always consider privacy when we innovate
and improve the Platform.

We will always make sure a change enables our Users to:

1. usedata for good.
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2. collect and share only relevant and necessary personal information.

3. keep data safe and secure.
4. betransparent about data use and help customers embrace their privacy rights.

We securely and safely store personal
information

The Platform is hosted by Microsoft Azure and our data is stored in data centers located in
proximity to the User, including US (if a User is in North America), Australia (if a User is iglNew
Zealand or Australia), or the UK (if a User is in the UK/EU). This means the personalifformation we
hold is not generally transferred to, or accessed from, countries or regions outside e User’s
location. We endeavor to store and process data only in countries that havestrong privacy
regulations in place.

We take all reasonable steps to keep all User data, including persohat information, safe and secure.

We encrypt all information in transit to and from Auror usig.SSL 256-bit encryption. Transport
Layer Security (TLS/SSL) is used to protect the transfef information to our hosted servers. The
Platform is also securely encrypted and Microsoft-AzUre complies with industry leading security
policies and standards, including SOC 1/SSAE WHSAE 3402, SOC 2, and I1SO 27001/27002.
Microsoft sets out all its security features id détail here.

0 Nuror. Product " Solutions v Resources v Signin Contact us

CTTOoUT O OO T T e TooUTTat LT S I B B Y NS I G N 7 B R WL iy N I I N Gy By [ I O N ) N S

We make sure Customers don’t hold on to
persénal information forever

TheyPlatform is configured to help Users ensure that personal information is retained only for as
l0wg as they have a lawful purpose to use it. When a User no longer needs to retain personal
information in an identifiable form, they can ask us to delete or anonymise and aggregate it, so it
can be used for statistical and predictive analysis.

When a User terminates their agreement with Auror, we delete all personal information they
uploaded to the Platform. We do not retain User personal information for our own purposes,

though we may retain anonymised and aggregated data in order to continuously improve our
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Platform, products and services.

We help customers respect their customers'
privacy rights

You have important privacy rights with respect to the retailers that collect and use your personal
information. While you can make requests directly to your retailers, we’re committed to making
sure you can exercise your rights easily, and so we’ve created pathways for you to make r¢gquests to
the Users that have uploaded personal information to the Platform. To exercise any of thevights
set out below, please contact us by:

« emailing us at privacy@auror.co

« using our contact form here

We'll need your full name, date of birth and the time and location of the*possible event in order to
verify your identity or authority before responding to your request. Once we've verified who you
are, we'll notify the User which uploaded your informationandelp them process your request as
soon possible, and no later than 20 working days (one caleéndar month) after it has been received.
Please note that Auror cannot make a decision on y@grréquest, but we can help our Users to
process requests.

You may have the right to:

« know if a User holds personal information about you on the Platform and get a copy of it if they
do.

+ correct personal informatfoq fteld on the Platform about you if it is wrong.

« objectto the processifig’ef your personal information on the Platform by the User (this right
may not apply if the Usef JHas a lawful basis to use your information).

« Ask the User ta.debéte the personal information they have uploaded to the Platform about you
(this right maysaob apply if the User has a lawful basis to hold your information).

Complaining about a User’s use of the
Platform

If you have any concerns about the way a User has collected or processed your personal
information on the Platform, you should contact that User directly and let us know at
privacy@auror.co. If the User cannot resolve your concerns, you have the right to complain to the
data protection authority in the country you live. Ask the User if you’re not sure which authority to
contact, or ask us and we’ll try our best to point you in the right direction.
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CAO05 Application for authorised access to current names and
addresses in the Motor Vehicle Register

Company details

Question

Response

Company name

Auror Limited

Trading as name n/a
Company number 3792596
Motor Vehicle Trader n/a
(MVT)/Financial Service Provider

(FSP) number

Transport Agency customer n/a
number

Motorcheck account number s 9(2)(a)

What is the nature of the
business?

Auror is a Grime~Intelligence Software Platform that
assists retailers (such as fuel companies) and police
prevent'crime and reduce loss.

OurFuel customers include § 9(2)(0)(ii)

We provide the debt recovery
process for these retailers including accessing
Motorcheck, sending letters to registered vehicle
owners, and processing debt payments..

The purpose of our access is to undertake the above
service on behalf of our fuel customers. Specifically:
To assist in finding the registered person details in
respect of a motor vehicle that has been involved with
non-payment or failure to pay in-full for goods and
services, provided that Auror has entered into a
contract with a Fuel supplier instructing them to
undertake this activity on their behalf.

What locations does the business
operate from?

Auckland, New Zealand

How long has the business been
operating?

The business was incorporated in May 2012.

Company contact

Question

Response




Name S 9 (2) ( a)

Phone

Email "% @auror.co
Staff and agents employed

Question Response

How many staff or agents are
likely to have access to the
register?

Access is restricted to three key staff members at
Auror. However, we have an automated process in
place whereby the staff members do not actually
directly view the personal information retrieved from
the register.

What are the roles of those likely
to have access?

Debt recovery and customer support team.

What training will you give those
who are likely to have access on
the proper handling of the
information from the register?

All employees are provided with training on privacy,
information security, ahd’acceptable use policy
requirements for infermation handling. Any employee
that requires access\o the register also has training
on our debt recevery and MVR access process.

What controls do you have in
place to ensure that those who
are likely to have access, handle
the information properly?

Our business involves handling sensitive personal
information every day — we already work closely with
NZ Police and safely share sensitive information with
them. We have processes and policies (including our
privacy policy) that ensures information is handled

properly.

We have a well developed process for access to the
MVR which includes overnight batch requests and the
resultant data is uploaded into our software which
then automatically generates the letters to be sent off
for printing and delivery. This means that our
employees do not need to view the personal
information that is provided by the MVR. Once the
letter process is complete (this occurs on a weekly
basis), the MVR data file is hard deleted from the
employee’s device.

Employees accessing the Motor Vehicle Register use
Auror provided devices and these devices are
protected by endpoint protection and antivirus
solutions. All systems (including our debt recovery
process system) that hold Sensitive Data are hosted
in Microsoft Azure. Security configuration standards
are reviewed annually and on significant business
change and all changes to the configuration of our
controls automatically alert our security channels and




email.

Our debt recovery system is designed to:

- Automatically request data from the MVR
using the overnight query request;

- Automatically ingest the results to create Fuel
supplier branded recovery letters that are then
sent to a mailhouse for printing and postage;

- Provide a dedicated online payment portal link
to make payment easy, private, secure;

- Remove the associated vehicle from any
Automatic Numberplate Recognition systems.

What disciplinary measures can
you take against those who do
not handle the information from
the register properly?

Access to this information will be tightly_controlled and
we have the right to revoke accessto,this information
for any staff or agents that do notthandle this
information properly.

Failure to follow Auror policies and procedures may
result in disciplinary action, up to and including
termination of emplayment.

Using and collecting information

Question

Response

Do you currently use the register

Yes

If yes, what do you currently usé
the register for?

On behalf of our fuel supplier customers, we automate
the process for obtaining details from the MVR,
printing and sending letters, and collecting payment
for unpaid goods and services. We undertake this for
over 400 petrol stations across New Zealand from
customers including § 9(2)(0)(i})

Our Purpose for access is:

To assist in finding the registered person details in
respect of a motor vehicle that has been involved with
non-payment or failure to pay in-full for goods and
services, provided that Auror Limited has entered into
a contract with a Fuel supplier instructing them to
undertake this activity on their behalf.

Positive Impact on Vehicle Owners

The sending of debt recovery letters and providing an
online payment service on behalf of our Fuel
customers provides the vehicle owners with a better




experience without judgement or presumptions of
guilt.

The automated process we undertake on behalf of our
fuel customers also enhances the privacy of motor
vehicle owners as it ensures that staff members at
individual service stations are not accessing the MVR,
retaining owner details, or sending unauthorised
communications (which is what used to take place),

Further, many fuel stations now have Automatic
Numberplate Recognition (ANPR) technology*which
prevents vehicles from obtaining fuel.if, that vehicle
has been involved in a non-paymént event where
money is still outstanding. By\ putilising Auror’s
automated process, it ensures that'vehicle owners are
able to quickly and easily fepay any outstanding
amounts and have their vehicle removed from ANPR
alerting systems (allowing the vehicle to fill up without
prepayment or denial-of service).

What do you intend to use the
register for (select out of the
following):

Fuel suppliers

What are your reasons for not
collecting the information directly
from the individual concerned?

The individual has visited a fuel station and driven-off
without paying for the fuel or providing their contact
information (intentionally or unintentionally).

What are your reasons for not
collecting the information from a
source other than the register?

We are not aware of any other source that we can get
the vehicle owner information based on the vehicle
registration.

What are reasons for,net seeking
confirmation of thewregistered
person through\the/Waka Kotahi
free online service?

The Waka Kotahi requires:
e the vehicle’s plate number
e the name or driver’s licence number of the
person being confirmed.

Since the individual is visiting a fuel station and
drives-off without paying for fuel or providing their
contact information, the fuel site would not be able to
obtain the name or driver’s licence number.

What are your reasons for not
asking for the information through
the Official Information Act 19827

Our customers have more than 100,000 incidents a
year and many of these incidents may require details.
Therefore, requesting these under the Official
Information Act 1982 would be time-consuming for
everyone involved (including NZTA).

How will you tell the persons
whose information has come

In the letters sent out to the registered vehicle owner it
informs them that their personal information was




through the register about the
fact that the register was the
source of the information?

obtained from the MVR.

How will you tell the persons
whose information has come
from the register about what you
will use the information for?

Vehicle owners are contacted by letter which informs
them of the reason for contact (non-payment of fuel),
and details of the event the vehicle was involved in.
These details include an image of the vehicle, the
date, time, amount of fuel taken, the pump number,
and the site location. Video evidence is also captured
by the fuel retailer if the vehicle owner queries the
incident to ensure it is resolved correctly with the\right
person (the letter provides the fuel retailer’s contact
details).

It also provides them with a link to payxthermoney
owed online or to visit the applicable-fuel site.

Video evidence if the vehicle ,owner queries the
incident to ensure it is resolved Correctly with the right
person.

How will you tell the persons who
information has come from the
register about the fact that they
can notify the Registrar that they
do not wish to have their names
and addresses made available
under an authorisation?

In the letters sent out-to.the registered vehicle owner it
informs them that their personal information was
obtained from the MVR.

Security and privacy

Question

Response

What physical and computer

security systems dogou have in
place to ensurethat information
from the registenis kept secure?

We utilise leading security standards, with secure
Microsoft hosting and encrypted databases. These
data centres utilise industry leading security policies
and standards and are SOC 1/SSAE 16/ISAE 3402,
SOC 2, and ISO 27001/27002 compliant. Microsoft
manages the physical and environmental security
concerns of the data centres. Each Azure facility is
designed to run 24x7x365 and employs various
measures and safeguards to help protect operations
from power failure, physical intrusion, and network
outages. These data centres comply with industry
standards (such as ISO 27001) for physical security
and availability. They are managed, monitored, and
administered by Microsoft operations personnel.

All information in transit to and from Auror is currently
encrypted using SSL 256-bit encryption. The Auror
platform can only be accessed using a secure channel




where the data traffic is encrypted using a Comodo
SHA-2 certificate (256-bit encryption). Transport Layer
Security (TLS/SSL) is used to protect the transfer of
information and data to Auror’s servers.

Auror employs independent third parties to regularly
test and affirm the integrity of our security systems.

Testing includes network and application-level
penetration testing
s 9(2)(c) _(
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What physical and computer
security systems do you have in
place to ensure that information
from the register is only used for
the purpose or purposes
specified in the authorisation?

As above, we have desighed our debt recovery
system and process toirestrict access to the
information and thatiitis only used for the purposes
described above. Aecess to the debt recovery system
is also restricted within the company.

Have you ever been found to
have breached any of the
information privacy principles in
the Privacy Act 2020 or previous
privacy legislation?

No.

Have you ever been foundn
proceedings of any kind) to have
breached any confidentiality
obligation?

No.

Credit check

Queéstion

Response

Do-you have a credit rating and,
if so, what is it?

n/a

Authorisation term

Question

Response

How long do you want the
authorisation to last (maximum of

Five years.




5 years




NZTA CUSTOMER NO:

IMPORTANT!

PLEASE ENCLOSE BANK DEPOSIT SLIP FOR
ACCOUNT VERIFICATION AND RETURN TO THE
NZ TRANSPORT AGENCY

ACCOUNT INFORMATION

Name of Account ‘AU ror Limited

and suffix of account to be debited.

s 9(2)(@)

Customer (Acceptor) to complete bank/branch number and account number

Bank  Branch Number Account Number

Suffix

Authorisation Code sza) w

(User Number)

TO: The Manager

Bank Name

Address (PO Box)

s 9(2)(a)

Town/City 'Wellington

2022

|
|
\
|

Date | Q7 04

I/We authorise you until further notice in writing to debit my/our account with, yow all amounts which -

NEW ZEALAND TRANSPORT AGENCY

(hereinafter referred to as the Initiator)

the registered Initiator of the above Authorisation Code, may jitiate,by Direct Debit.

I/We acknowledge and accept that the bank accepts this alithotity only upon the conditions listed on the reverse of this form.

INFORMATION TO APPEAR ON MY/OUR BANK STATEMENT

Payer Particulars ‘N‘Z‘T‘A‘ M V‘ R‘ ‘ 2‘ 0‘ 2‘ 2‘

PayerReference‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘

Payer Code ‘

Name of Account(Customer to complete)

\ Auror Limited

Authorised Sigmatures

s 9(2)(a)

FOR BANK USE ONLY

Date Received

Recorded By Checked By

Original

- Retain at Branch

Copy - Forward to Initiator if requested
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	Company name: Auror Limited
	Trading as name: n/a
	Company number: 3792596
	Motor Vehicle Trader MVTFinancial Service Provider FSP number: n/a
	Waka Kotahi NZ Transport Agency customer number: n/a
	What is the nature of the business: Crime Intelligence Software Platform that assists retailers (such as fuel companies) and police prevent crime and reduce loss
	Location 1: Auckland, New Zealand
	Location 2: 
	Location  3: 
	Location 4: 
	How long has the business been operating: 10 years. The business was incorporated in May 2012.
	How many staff or agents are likely to have access to the register: Access is restricted three key staff members at Auror. 
	What are the roles of those likely to have access: Debt recovery and customer support team. 



We have an automated process in place whereby the staff members do not actually directly view the personal information retrived from the register. 
	training: All employees are provided with training on privacy, information security, and acceptable use policy requirements for information handling. Any employee that requires access to the register also has training on our debt recovery and MVR access process. 
	controls: Our business involves handling sensitive personal information every day – we already work closely with NZ Police and safely share sensitive information with them. We have processes and policies (including our privacy policy) that ensures information is handled properly.

We have a well developed process for access to the MVR which includes overnight batch requests and the resultant data is uploaded into our software which then automatically generates the letters to be sent off for printing and delivery. This means that our employees do not need to view the personal information that is provided by the MVR. Once the letter process is complete (this occurs on a weekly basis), the MVR data file is hard deleted from the employee’s device.



Employees accessing the Motor Vehicle Register use Auror provided devices and these devices are protected by endpoint protection and antivirus solutions. All systems (including our debt recovery process system) that hold Sensitive Data are hosted in Microsoft Azure. Security configuration standards are reviewed annually and on significant business change and all changes to the configuration of our controls automatically alert our security channels and email. 



Our debt recovery system is designed to: 

Automatically request data from the MVR using the overnight query request;

Automatically ingest the results to create Fuel supplier branded recovery letters that are then sent to a mailhouse for printing and postage;

Provide a dedicated online payment portal link to make payment easy, private, secure;

Remove the associated vehicle from any Automatic Numberplate Recognition systems.
	disciplinary measures: Access to this information will be tightly controlled and we have the right to revoke access to this information for any staff or agents that do not handle this information properly. 



Failure to follow Auror policies and procedures may result in disciplinary action, up to and including termination of employment. 


	What is your estimated volume of plate enquires each year: 100,000
	Do you currently use the register: Yes
	If yes what do you currently use the register for: On behalf of our fuel supplier customers, we automate the process for obtaining details from the MVR, printing and sending letters, and collecting payment for unpaid goods and services. 
	Vehicle trader: Off
	Fuel suppliers: On
	Finance companies and insurers: Off
	Other please specify: Off
	other: 
	concerned: The individual has visited a fuel station and driven-off without paying for the fuel or providing their contact information (intentionally or unintentionally). 
	register: We are not aware of any other source that we can get the vehicle owner information based on the vehicle registration. 
	httpstransactnztagovtnztransactionsConfirmRegisteredPersonentry: The Waka Kotahi requires:

the vehicle’s plate number

the name or driver’s licence number of the person being confirmed. 



Since the individual is visiting a fuel station and drives-off without paying for fuel or providing their contact information, the fuel site would not be able to obtain the name or driver’s licence number. 
	Information Act 1982: Our customers have more than 100,000 incidents a year and many of these incidents may require details. Therefore, requesting these under the Official Information Act 1982 would be time-consuming for everyone involved (including NZTA). 
	fact that the register was the source of the information: In the letters sent out to the registered vehicle owner it informs them that their personal information was obtained from the MVR.
	what you use the information for: Vehicle owners are contacted by letter which informs them of the reason for contact (non-payment of fuel), and details of the event the vehicle was involved in. These details include an image of the vehicle, the date, time, amount of fuel taken, the pump number, and the site location. Video evidence is also captured by the fuel retailer if the vehicle owner queries the incident to ensure it is resolved correctly with the right person (the letter provides the fuel retailer’s contact details). 



It also provides them with a link to pay the money owed online or to visit the applicable fuel site.



Video evidence if the vehicle owner queries the incident to ensure it is resolved correctly with the right person. 


	addresses made available under an authorisation: In the letters sent out to the registered vehicle owner it informs them that their personal information was obtained from the MVR.
	information from the register is kept secure: We utilise leading security standards, with secure Microsoft hosting and encrypted databases. These data centres utilise industry leading security policies and standards and are SOC 1/SSAE 16/ISAE 3402, SOC 2, and ISO 27001/27002 compliant. Microsoft manages the physical and environmental security concerns of the data centres. Each Azure facility is designed to run 24x7x365 and employs various measures and safeguards to help protect operations from power failure, physical intrusion, and network outages. These data centres comply with industry standards (such as ISO 27001) for physical security and availability. They are managed, monitored, and administered by Microsoft operations personnel.  



All information in transit to and from Auror is currently encrypted using SSL 256-bit encryption. The Auror platform can only be accessed using a secure channel where the data traffic is encrypted using a Comodo SHA-2 certificate (256-bit encryption). Transport Layer Security (TLS/SSL) is used to protect the transfer of information and data to Auror's servers.



Auror employs independent third parties to regularly test and affirm the integrity of our security systems. Testing includes network and application-level penetration testing



Auror offices are physically secured with key access fobs uniquely assigned to team members and an alarm system. There is no sensitive data, customer information, permanent computing equipment or infrastructure on-site so no additional controls are needed. Auror has a documented and published Physical Security Standard that addresses these requirements.
	authorisation: As above, we have designed our debt recovery system and process to restrict access to the information and that it is only used for the purposes described above. Access to the debt recovery system is also restricted within the company.
	Explain: 
	Privacy Act: No
	Confidentiality: No
	Explain 2: 
	Credit check: n/a
	Authorisation term: Five years. 
	DDA: Yes
	Questions answered: Yes
	Extra information: Yes


