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4 Types of Incidents 
Incidents (previously known as Tickets, under R12) can either be automatically generated from an 
alert/alarm or created through an incident that has been raised with Datacom about a component on 
the ECLI Service that is not working as expected. 

a) Automatically generated incidents are created through Nagios alerting and will be emailed to 
the Comtech Network Operations Centre (NOC) from datacom.co.nz 
at Datacom; and 

b) Incidents will be raised when a call or email (depending on the severity) is made to Datacom 
advising that there is some compromise in the ECLI Service relating to the vMLC. 

Priority 1 and 2 incidents should be phoned through to the Comtech NOC on +1 888 830 2548.  The 
exception being a P2 that is raised through an alarm as this needs investigation from Comtech first. 
 
Priority 1 and 2 incidents will have a Datacom Incident Manager assigned due to severity of the 
Incident and they will run the incident management process. This is generally a conference call with 
relevant parties involved to work through the issue promptly.  
 
The email address for the Incident Manager is @datacom.co.nz  
Priority 3 and 4 incidents can be emailed to the Comtech NOC for resolution. 

  

OIA 9(2)(c)

OIA 9(2)(c)
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Document purpose 

This purpose of this document is to provide training notes on some of the key features used within the 
virtual Location Aggregation Centre (vLAC) application on the ECLI Location Platform. Some 
functionality has been released relatively recently (Direction of travel), so this may provide a refresher 
to some staff. 

 

Training components 

1. Direction of travel ................................................................................................................. 3 

2. Phone number format ........................................................................................................... 4 

3. Retrieve ECLI button / Background location updates ........................................................... 4 

4. Lock Record ........................................................................................................................... 6 
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2. Phone number format 

Phone numbers can be entered into the vLAC Web UI in the format below with the latest 
format being 0 64 nnnnnnnnnn – i.e., a leading zero followed by a country code and then a 
local number. 
 

 
3. Retrieve ECLI button / Background location updates  

MLC locations (green shapes) no longer continuously update in the background.  Instead, 
when you initially retrieve ECLI, the application will request one further MLC location 
update. 

Note: AML locations (red shapes) still continuously update during an emergency call. 

If you are taking an emergency call where the caller is moving and the vLAC Web UI is only 
showing you MLC locations (green shapes) and you want to make sure you have the latest 
location details, press ‘Retrieve ECLI’ and then as soon as you see the banner ‘New records 
available’ press ‘Retrieve ECLI’ again. 

 

Here is an example: 

1) A user presses ‘Retrieve ECLI’. The vLAC Web UI displays the original location details and 
requests a single location update from the application. 
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Document purpose 

This purpose of this document is to provide training notes on the key features of the new Post-Call 
Instructions (PCI) functionality, used within the virtual Location Aggregation Centre (vLAC) Web UI 
application on the ECLI Location Platform.  

 

Training components 

1. Post-Call Instructions (PCI) Overview .................................................................................... 3 

2. PCI Option 1: Event Number ................................................................................................. 5 

3. PCI Option 2: Report a Bad Driver ......................................................................................... 6 

4. PCI Option 3: Online 105 Reports ......................................................................................... 7 

5. Include Additional Closure Information (Optional) ............................................................... 8 

6. Send Post-Call Instructions SMS Message ............................................................................ 9 
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1. Post-Call Instructions (PCI) Overview 

The PCI feature enables a Police call taker to provide further instructions to an emergency caller 
through sending a text (SMS) message, after an emergency call has completed. The PCI feature 
displays selectable options to enable the pre-population of the SMS message. 

A NZ Police call taker can open the PCI feature through an option contained on-screen in the 
vLAC Web UI.  

1. The PCI feature is only available if we have retrieved a caller location record through an ECLI 
source i.e., through an emergency call. 

2. Access to the PCI feature is through the main vLAC Web UI. 
3. Select the Options field over to the top-right. 

 

4. From the Options menu, an option to access the PCI SMS feature is available. 
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5. Once this PCI SMS button is selected, the PCI feature is opened, and the following 
information is displayed on-screen as the default state: 

• Event Number (PCI option 1, the defaulted selection) 
• Report a bad driver (PCI option 2, available for selection) 

- Registration number field is not active (i.e. greyed out) 
• Online 105 reports (PCI option 3, available for selection) 
• The NZ Police message text for PCI option 1 (Event Number) is displayed by default 

i.e. "From New Zealand Police. DO NOT REPLY TO THIS MESSAGE The event number 
for your call today is [event number]" 

• Additional closure information field is not selected by default 
• The mandatory Event Number input field is blank 
• ‘Clear all’ button is active. This will return the page to its default state i.e., PCI option 

1 – ‘Event number’ 
• ‘Copy and send’ button is active. On selection, all user input is validated and if 

successful, the SMS message is sent, and the message text is copied to the 
Clipboard. 

6. Only one PCI feature screen can be opened at a time per emergency call. 

 

Default PCI screen: 
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2. PCI Option 1: Event Number 

1. The ‘Event number’ PCI option is the default selected option each time you open the PCI 
user interface.  

2. You can choose to select one of the other available options but only one PCI option can be 
selected at the same time. 

3. On selection of the ‘Provide an event number’ option, a specific, non-editable NZ Police 
message is displayed on-screen. This message template will form the text of the SMS 
message. 

4. The ‘Event Number’ field is active and is available for manual input (alpha/numeric, no 
special characters - character limit = 12).  

5. The 'Event Number' field is indicated as mandatory for the 'Provide an event number' PCI 
option. 

6. Once the Event Number field contains a reference, the message area will now display the 
entered event number. "The event number for your call today is [Event Number]" 

NB: The event number will be generated from the Police side (through CAD) and then you will 
manually enter this into the PCI screen. (Currently, the event number format is a letter, followed by 
nine numbers.) 
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3. PCI Option 2: Report a Bad Driver 

1. The ‘Report a bad driver’ PCI option can be selected in the PCI user interface. Only one PCI 
option can be selected at the same time. 

2. Upon selection of this option, the associated 'Registration number' field is activated and is 
available for manual input (alpha/numeric, no special characters - character limit = 9). 

3. The 'Registration number' field is indicated as mandatory. 
4. On selection of the ‘Report a bad driver’ option, a specific, non-editable NZ Police message is 

displayed on-screen. This message template will form the text of the SMS message. 
5. The ‘Event Number’ field is active and is available for manual input (alpha/numeric, no 

special characters - character limit = 12).  
6. The 'Event Number' field is indicated as mandatory for the 'Report a bad driver' option. 
7. Once the Event Number field contains a reference, the message area will now display the 

entered event number.  e.g. "The event number for your call is [Event Number]" 
8. This message area will contain the recently entered (vehicle) Registration number. 
9. This message area will also contain a link to the online Roadwatch report (online form). 

https://forms.police.govt.nz/forms/community-roadwatch-report-unsafe-driving-incident 
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4. PCI Option 3: Online 105 Reports 

1. The ‘Online 105 reports’ PCI option can be selected in the PCI user interface. Only one PCI 
option can be selected at the same time. 

2. On selection of the ‘Online 105 reports’ option, a specific, non-editable NZ Police message is 
displayed on-screen. This message template will form the text of the SMS message. 

3. The ‘Event Number’ field is active and is available for manual input (alpha/numeric, no 
special characters - character limit = 12).  

4. The 'Event Number' field is indicated as mandatory for the 'Online 105 reports' option. 
5. This message will also contain a link to the online Ten Five (105) report (online form). 

https://www.police.govt.nz/use-105 
6. Once the Event Number field contains a reference, the message area will now display the 

entered event number in a new paragraph beneath the 105 link. e.g. "The event number for 
your call is [Event Number]" 
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5. Include Additional Closure Information (Optional) 

1. An ‘Additional closure information’ field/sub-option can be selected from the PCI screen. 
2. This additional closure information field is always optional. 
3. This additional closure information field can be selected in conjunction with any of the main 

options (PCI options 1, 2, 3). 
4. If this field is selected, the NZ Police message template is automatically populated with 

additional text “If the situation changes, call Police back on 111” This text is displayed in a 
new paragraph, below the main text. 

5. If this 'Additional closure information' field is subsequently unchecked prior to message 
submission (selecting 'Copy and Send'), then the additional text is automatically removed 
from the displayed NZ Police message. 
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6. Send Post-Call Instructions SMS Message 

1. Once a PCI option is selected (one of the three available on-screen), and the 'Copy and Send’ 
button is selected, the user input field validation is performed as follows: 

• For PCI option 1, option 2, option 3 - The mandatory Event Number field is validated 
for entry. If the field is blank a message is displayed on-screen "Please provide an 
Event Number" 

• For PCI option 2 only - The mandatory Registration number field is validated for 
entry. If the field is blank a message is displayed on-screen "Please provide a 
Registration Number" 

• It is possible for both these messages to be displayed at once. 

 

 

2. Once you have selected the 'Copy and Send' button and field validation is successfully 
completed, the text message is sent to the emergency caller’s cell phone number.  

3. A confirmation message is displayed (via an on-screen pop-up) in the PCI user interface to 
inform you of a successfully sent SMS message. "The message was sent successfully"  

 

4. The SMS message text is then copied to your Clipboard. 
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5. Once the successfully sent confirmation is returned and displayed on-screen, you can close 
the pop-up message, the PCI screen then closes automatically, and you are returned to your 
already open Web UI home screen i.e., where you initiated the opening of the PCI feature. 
 

6. In the unlikely occurrence that this SMS message cannot be sent, you will be informed via 
the following on-screen message, and prompted to retry. "The message was unable to be 
sent, please try to send it again. If the issue persists, please contact Service Desk." 
 

 

7. You can close this failure to send message and then click the 'Copy and Send' button again to 
resend the message. 

8. In case of a continued error when trying to send the message, it will be helpful to provide 
the Service Desk with the following information: 

• A screen capture of the PCI screen with your selected message option. 
• A record of the date and time the errors occurred. 
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Personal information Any information about an identifiable individual. 

Privacy Act request Request made by individuals under the Privacy Act to: 
• obtain confirmation of whether MBIE holds personal

information about them and/or
• request access to that personal information and/or
• request correction of their personal information.

Privacy event Events where our people (including third-party service providers) fail 
to manage personal information in accordance with the law (e.g., 
Privacy Act) or MBIE's Privacy Policy, processes and standards. It 
includes: 

• privacy breaches (where personal information is wrongly
collected, used, accessed, disclosed, retained, or withheld as
set out by the Privacy Act) and

• potential privacy breaches (‘near misses’) (where an action
could have resulted in a breach, but the breach does not
occur).

Privacy event form Form our people must complete in MBIE’s enterprise event reporting 
tool whenever MBIE identifies it has failed to manage personal 
information in accordance with the Privacy Act or MBIE’s Privacy 
Policy, processes, and standards.  

Privacy Impact Assessment (PIA) A Privacy Impact Assessment is a process for assessing how a new or 
change to an existing process or system will affect people’s privacy, 
both positively and negatively. The process helps to identify risks, 
controls, and design improvements. 

Privacy Threshold Assessment (PTA) A Privacy Threshold Assessment provides an initial indication of 
privacy risk. 

6. Policy statements
6.1 Our people must complete mandatory privacy training during their induction period. MBIE will 

provide the required mandatory training. 

6.2 MBIE will collect personal information only when there is a lawful and clear purpose to do so. 
Where appropriate we will use explicit and informed consent.  

6.3 MBIE will be open and transparent about how we collect, use, access, share, store and dispose of 
the personal information in our care, including information that belongs to our people.  

6.4 Our people will apply the Government Chief Privacy Officer’s Data Protection and Use Policy 
principles where appropriate. This includes, but not limited to, when working with vulnerable 
communities, children and young persons, and working with Te Tiriti partners where collection 
and use of personal information may impact Māori. 
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h. Social Media Policy 
i. Data merging framework  
j. Data sharing guidance 
k. Information Gathering Policy 
l. Legal Services Policy 
m. Te Ki Taurangi – Our promise 
n. Enterprise Data Governance Policy 
o. Child Protection Policy 

10. Relevant legislation, regulations and standards 
a. Privacy Act 2020 
b. Privacy Codes of Practice 
c. Official Information Act 1982 
d. Public Records Act 2005  
e. Any other legislation with privacy provisions (e.g., Immigration Act 2009) 
f. Data Protection and Use Policy  
g. Algorithm Charter 

11. Measures of success and compliance management 
11.1 The Chief Privacy Officer will assess the effectiveness of this policy based on the following 

measures of success: 

a. staff are aware of MBIE expectations relating to the collection, storage, use and sharing of 
personal information as measured by timely and quality completion and submission of 
Privacy Act requests, Privacy Threshold Assessments, and responses to internal staff 
surveys 

b. an increase in privacy maturity or maintenance of ‘Managed’ privacy maturity, as rated by 
the annual Privacy Maturity Assessment Framework self-assessment and reported to the 
Government Chief Privacy Officer 

c. an increase in perceptions of MBIE’s trustworthiness in managing personal information, as 
measured by the annual MBIE Privacy Survey, through customer and stakeholder 
engagement, and measures such as complaints 

d. a reduction in harm caused through privacy events, as measured by a decrease in upheld 
privacy complaints made to MBIE or the Office of the Privacy Commissioner.  

 

11.2 The Chief Privacy Officer will monitor compliance with this policy as follows: 

a. a completion rate of 95% mandatory privacy training within MBIE’s induction period (three 
months) 

b. completion rate of 100% of Privacy Threshold Assessments for all new initiatives and 
changes that impact MBIE’s management of personal information 

c. completion rate of 100% of Privacy Impact Assessments or documented acceptance of risk 
from business change owners for all changes where a Privacy Impact Assessment has been 
recommended 
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d. event reporting and analysis of all privacy events reported to the Privacy Team to assess the 
effectiveness of the Policy. 

11.3 Compliance information regarding the performance of this policy will be provided to the relevant 
business group and the Enterprise Risk and Compliance branch on a quarterly basis.  

12. Non-compliance 
12.1 Failure to comply with this policy may be considered a breach of the Code of Conduct. 

12.2 Any action taken as a result of a breach of any of the obligations set out in this policy will be 
conducted in good faith, a fair process will be followed and the person involved will have a full 
opportunity to respond to the concerns or allegations. 

 

 



This Impact Analysis template is a key part of MBIE’s Privacy Impact Assessment Framework. The 
Framework provides guidance, examples and tools to support you assess and manage the impacts of a 
proposed action on individuals’ privacy. It is structured to help you build your ideas and implement 
changes in such a way so as to achieve your objectives while ensuring individuals’ personal information 
is protected. This will help to build and retain the trust of the individuals who provide us with their 
information, so we can legitimately and safely use personal information in order to Grow New Zealand 
for All . 

Impact Analysis template
Introduction

The Impact Analysis is the second key tool of the Framework:
1. Privacy Threshold Assessment (PTA)
2. Impact Analysis
3. PIA Report.

Template guidance
When do I need to complete this template?

How long will it take?

Who needs to be involved?

For more detailed guidance, see the Conduct privacy impact assessment  process on the Link.

Note: While the Framework won’t fix any risks, it will help you identify them early, and to do your best 
to mitigate or remove them in a considered and proactive way.

* A PIA guru: A person trained in how to complete this exercise. They can provide guidance and
examples to make your job easier.
* Any initiative stakeholders. This could include: Business subject matter experts, project managers,
ICT, Security, Risk and Assurance, Audit, Information and Data, Records Management, Facilities,
Procurement, Human Resources, Finance and Legal staff.  Additionally, external resources (such as
vendors) should also be involved. Organise workshops, meetings and review sessions as required to
ensure that risks are appropriately identified and managed.

This will depend on your initiative and what you are trying to achieve. As a rough guide, initially allow 
at least 2-4 hours for a medium risk initiative, and 8-12 hours for a high risk one. This should give 
sufficient time to examine your initiative from a privacy perspective.

Use this template when a PTA determines that your initiative has a medium or high degree of privacy 
risk, to:
* record how the personal information involved flows within and outside of MBIE; and
* assess any potential privacy impacts against the 12 Principles of the Privacy Act.
Note: The template is designed to allow you to add and/or edit information as it becomes available or 
decisions are made. 

Further information
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Can an individual request a correction to their data and have the 
change actioned?

Include these things:
• Describe how an individual can request correction of their personal information, how the information can be updated and/or how a record of the request will be held against the information for the subject of 
the request.
• Attach any operational processes or technical details illustrating how an individual can get their data corrected if they think it's wrong or requires updating;
• Note if there are already any processes in place.  Provide links to any MBIE process that should be used;
• Note if there is a possibility that third parties may be asked directly by individuals to correct information they hold on behalf of MBIE, and if there is a process in place to handle this;
• Note if metadata is kept so personal information can be readily identified and located (metadata could be structural or descriptive data which helps identify where or how the data is held);
• Note if data will be kept in one or multiple places.
Your PIA guru or Legal may be able to help with existing process.  Your business analyst, architect or Information and Data team can advise on the relevant technical capabilities available.

Will the accuracy of data collected be verified before it is used?
Describe how the information you hold will be accurately linked to the correct person (similar/multiple names, addresses etc. need to be considered).  Describe how you will check that data is accurate, 
complete and up to date before it is used or disclosed.
Your business analyst or architect may be able to advise you on this.

How long will the business retain the data for? Describe how long you need to keep information:
• For business purposes;
• To meet legislative or public records requirements;
• For policy reasons;
• For data storage capacity reasons.
The Records Management team should be able to provide guidance.

How will the data retention period be managed and controlled? Describe (or attach documents if they are available) how data will be managed to ensure it will only be retained for the planned retention period.  Is there a process in place to notify those who are storing 
personal data internally or externally to MBIE of deletion or destruction requirements when personal information should no longer be retained?  Note if there is no operational process to manage and control 
the data retention period.  

How will data disposal or archiving be managed and controlled at 
the end of the retention period?

Describe how the disposal of data will be managed securely at the end of the retention period.  Outline if there is an authority/acknowledgement for approving disposal or archiving of data before the end of its 
agreed lifetime.  The Records Management team should be able to provide guidance.

List any additional uses for the data you are collecting If there is a plan to use some or all of the personal information collected for a different purpose to what it was originally collected it for, describe:
• What information will be used;
• Who will use it and what it will be used for, including how and why information will be used;
• If you will tell the individuals concerned that you are using the information for a different purpose;
Check with the Information and Data team also to see if there is a potential for additional use that could be considered, or if this personal data is already held and could be used by you for the purpose of this 
initiative.

List any additional disclosure of the data you foresee If there is a need to disclose personal information held for a different purpose to what it was collected it for, describe:
• What information you might disclose;
• Who you might disclose it to and for what purpose;
• If you think you will need to create or change information sharing arrangements with other internal or external organisations;
• If you will tell the individuals concerned that you are disclosing to other parties;
• If there are MoUs in place or other similar agreements to enable the disclosure of information to other parties or if there are no agreements in place.  The Legal team should be able to advise you.  
Check with the Data and Information team also to see if there is a potential for additional disclosure that could be considered, or if this personal data is already held and could be disclosed to you for the purpose 
of this initiative.

List any unique identifiers being used and describe why it is 
necessary to use them

If you are using a unique identifier to identify individuals describe: 
• How it will be used and where the unique identifier has originated from;
• How and why the unique identifier will be used to link or match personal information across agencies (if applicable);
• Any agreements in place to enable the use of a unique identifier if it is provided by another internal/external party.  The Legal team should be able to advise you.

Information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an emergency.  This period will 
initially be set at 60mins, in other jurisdiction this period has been reduced to 30mins

Automatically deleted by the LAS when the specified period is reached.

There will be no archiving of identifiable data. A log that data was received will be retained but this will not contain personal information.

PRINCIPLE 9 - Personal Information not to be kept for longer than necessary
Securely dispose of information when you no longer need it

A unique identifier may be assigned to the probable caller location information for the purpose of enabling the location agency to audit and monitor the operation of the LAS 
and the methods by which the information is collected.  Noting that identifiable data will not be retained.

None additional

None additional

PRINCIPLE 10 - Limits on Use of Personal Information
Only use information for the purpose you collect it for, unless one of the exceptions applies

PRINCIPLE 11 - Limits on Disclosure of Personal Information
Only disclose information if you have a valid reason, or one of the permitted exceptions applies

PRINCIPLE 12 - Unique Identifiers
Assign unique identifiers only where permitted

Individuals' requests for rights of access to and correction of personal information are likely, however this would be limited due to the proposed retention clause of the new 
Code that states that information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an emergency.

Therefore it is unlikely that a request could be fulfilled as the date would likely not exist.

PRINCIPLE 8 - Accuracy of Personal Information to be Checked before Use
Information is checked for accuracy before being used

The location data is the probable location of a caller and not a definitive location, for example an address. In order for an emergency response to be dispatched the location 
of the event must be confirmed by the caller, the location data is an additional method to assist in verifying the location.

PRINCIPLE 7 - Correction of Personal Information
Individuals can get their information corrected
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 [Initiative name] Privacy Risk Register as at [MM/YY]

Date Risk 
Ref

Risk Description                            Consequences Risk Owner Existing Controls Control Owner Review period Treatment or Agreed Actions Treatment Owner Status Comments Reason Date Comments

PRIVACY RISK REGISTER TEMPLATE

Risk Acceptance/ClosureRisk Identification Controls Treatments/actions

A modified version of the standard MBIE Risk Register Template is displayed below.  The full Register template and guidance notes for this can be found on the CPO Project Delivery Templates page on The Link  
http //thelink/how/Pages/find-the-cpo-project-delivery-templates.aspx.

Transfer the risks recorded at the bottom of the Principle 1 - Principle 12 tabs into the tools you are using to manage risks. This could be your initiative (including Project Server) or business master risk register. If you don't have a master 
risk register,  copy them into the template below, and manage the privacy risks using this form. 

 

 



 

 



 

 



Can individuals access data about themselves upon request?
• Describe how an individual can access their data if they request it;
• Attach any operational processes or technical details illustrating how an individual will gain access to their data;
• Note if there are already any processes in place.  Provide links to any MBIE process that should be used;
• Note if third parties may be asked by individuals to provide access to personal data they hold on behalf of MBIE, and if there is a process in place to handle this;
• Note if metadata is kept so personal information can be readily identified and located (metadata could be structural or descriptive data which helps identify where or how the data is held);
• Note if data will be kept in one or multiple places.
Your PIA guru, business analyst or Legal may be able to help with existing processes.  Your business analyst, architect or Information and Data team can advise on the relevant technical capabilities available.

Can an individual request a correction to their data and have the 
change actioned?

Include these things:
• Describe how an individual can request correction of their personal information, how the information can be updated and/or how a record of the request will be held against the information for the subject of 
the request.
• Attach any operational processes or technical details illustrating how an individual can get their data corrected if they think it's wrong or requires updating;
• Note if there are already any processes in place.  Provide links to any MBIE process that should be used;
• Note if there is a possibility that third parties may be asked directly by individuals to correct information they hold on behalf of MBIE, and if there is a process in place to handle this;
• Note if metadata is kept so personal information can be readily identified and located (metadata could be structural or descriptive data which helps identify where or how the data is held);
• Note if data will be kept in one or multiple places.
Your PIA guru or Legal may be able to help with existing process.  Your business analyst, architect or Information and Data team can advise on the relevant technical capabilities available.

Will the accuracy of data collected be verified before it is used?
Describe how the information you hold will be accurately linked to the correct person (similar/multiple names, addresses etc. need to be considered).  Describe how you will check that data is accurate, complete 
and up to date before it is used or disclosed.
Your business analyst or architect may be able to advise you on this.

How long will the business retain the data for? Describe how long you need to keep information:
• For business purposes;
• To meet legislative or public records requirements;
• For policy reasons;
• For data storage capacity reasons.
The Records Management team should be able to provide guidance.

How will the data retention period be managed and controlled? Describe (or attach documents if they are available) how data will be managed to ensure it will only be retained for the planned retention period.  Is there a process in place to notify those who are storing 
personal data internally or externally to MBIE of deletion or destruction requirements when personal information should no longer be retained?  Note if there is no operational process to manage and control the 
data retention period.  

How will data disposal or archiving be managed and controlled at 
the end of the retention period?

Describe how the disposal of data will be managed securely at the end of the retention period.  Outline if there is an authority/acknowledgement for approving disposal or archiving of data before the end of its 
agreed lifetime.  The Records Management team should be able to provide guidance.

List any additional uses for the data you are collecting If there is a plan to use some or all of the personal information collected for a different purpose to what it was originally collected it for, describe:
• What information will be used;
• Who will use it and what it will be used for, including how and why information will be used;
• If you will tell the individuals concerned that you are using the information for a different purpose;
Check with the Information and Data team also to see if there is a potential for additional use that could be considered, or if this personal data is already held and could be used by you for the purpose of this 
initiative.

List any additional disclosure of the data you foresee If there is a need to disclose personal information held for a different purpose to what it was collected it for, describe:
• What information you might disclose;
• Who you might disclose it to and for what purpose;
• If you think you will need to create or change information sharing arrangements with other internal or external organisations;
• If you will tell the individuals concerned that you are disclosing to other parties;
• If there are MoUs in place or other similar agreements to enable the disclosure of information to other parties or if there are no agreements in place.  The Legal team should be able to advise you.  
Check with the Data and Information team also to see if there is a potential for additional disclosure that could be considered, or if this personal data is already held and could be disclosed to you for the purpose 
of this initiative.

List any unique identifiers being used and describe why it is 
necessary to use them

If you are using a unique identifier to identify individuals describe: 
• How it will be used and where the unique identifier has originated from;
• How and why the unique identifier will be used to link or match personal information across agencies (if applicable);
• Any agreements in place to enable the use of a unique identifier if it is provided by another internal/external party.  The Legal team should be able to advise you.

Information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an emergency.  This period will 
initially be set at 60mins, in other jurisdiction this period has been reduced to 30mins

Automatically deleted by the LAS when the specified period is reached.

There will be no archiving of identifiable data. A log that data was received will be retained but this will not contain personal information.

PRINCIPLE 9 - Personal Information not to be kept for longer than necessary
Securely dispose of information when you no longer need it

A unique identifier is assigned to the probable caller location information for the purpose of enabling the location agency to audit and monitor the operation of the LAS and 
the methods by which the information is collected.  Noting that identifiable data will not be retained.

None additional

None additional

PRINCIPLE 10 - Limits on Use of Personal Information
Only use information for the purpose you collect it for, unless one of the exceptions applies

PRINCIPLE 11 - Limits on Disclosure of Personal Information
Only disclose information if you have a valid reason, or one of the permitted exceptions applies

PRINCIPLE 12 - Unique Identifiers
Assign unique identifiers only where permitted

Individuals' requests for rights of access to and correction of personal information are possible, however this would be limited due to the proposed retention clause of the 
new Code that states that information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an 
emergency. PII is purged after 60mins from being received

Therefore it is unlikely that a request could be fulfilled as the data would likely not exist.

Individuals' requests for rights of access to and correction of personal information are possible, however this would be limited due to the retention clause of the Code that 
states that information may not be kept for longer than is necessary to establish the location of an emergency caller and facilitate the response to an emergency.  PII is 
purged after 60mins from being received

Therefore it is unlikely that a request could be fulfilled as the data would likely not exist.

PRINCIPLE 8 - Accuracy of Personal Information to be Checked before Use
Information is checked for accuracy before being used

The location data is the probable location of a caller and not a definitive location, for example an address. In order for an emergency response to be dispatched the location 
of the event must be confirmed by the caller, the location data is an additional method to assist in verifying the location.

PRINCIPLE 6 - Access to Personal Information
Individuals can get access to their information

PRINCIPLE 7 - Correction of Personal Information
Individuals can get their information corrected
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This Impact Analysis template is a key part of MBIE’s Privacy Impact Assessment Framework. The 
Framework provides guidance, examples and tools to support you assess and manage the impacts of a 
proposed action on individuals’ privacy. It is structured to help you build your ideas and implement 
changes in such a way so as to achieve your objectives while ensuring individuals’ personal information 
is protected. This will help to build and retain the trust of the individuals who provide us with their 
information, so we can legitimately and safely use personal information in order to Grow New Zealand 
for All . 

Impact Analysis template
Introduction

The Impact Analysis is the second key tool of the Framework:
1. Privacy Threshold Assessment (PTA)
2. Impact Analysis
3. PIA Report.

Template guidance
When do I need to complete this template?

How long will it take?

Who needs to be involved?

For more detailed guidance, see the Conduct privacy impact assessment  process on the Link.

Note: While the Framework won’t fix any risks, it will help you identify them early, and to do your best 
to mitigate or remove them in a considered and proactive way.

* A PIA guru: A person trained in how to complete this exercise. They can provide guidance and
examples to make your job easier.
* Any initiative stakeholders. This could include: Business subject matter experts, project managers,
ICT, Security, Risk and Assurance, Audit, Information and Data, Records Management, Facilities,
Procurement, Human Resources, Finance and Legal staff.  Additionally, external resources (such as
vendors) should also be involved. Organise workshops, meetings and review sessions as required to
ensure that risks are appropriately identified and managed.

This will depend on your initiative and what you are trying to achieve. As a rough guide, initially allow 
at least 2-4 hours for a medium risk initiative, and 8-12 hours for a high risk one. This should give 
sufficient time to examine your initiative from a privacy perspective.

Use this template when a PTA determines that your initiative has a medium or high degree of privacy 
risk, to:
* record how the personal information involved flows within and outside of MBIE; and
* assess any potential privacy impacts against the 12 Principles of the Privacy Act.
Note: The template is designed to allow you to add and/or edit information as it becomes available or 
decisions are made. 

Further information
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Mobile Caller Location Privacy Risk Register as at February 2017

Date Risk 
Ref

Risk Description Consequences Risk Owner Existing Controls Control Owner Review period Treatment or Agreed Actions Treatment Owner Status Comments Reason Date Comments

See the full solution risk assessment for 
consideration of Privacy risks. 
http //mako.wd.govt.nz/otcs/llisapi.dll/ove
rview/59443278 

PRIVACY RISK REGISTER TEMPLATE

Risk Acceptance/ClosureRisk Identification Controls Treatments/actions

A modified version of the standard MBIE Risk Register Template is displayed below.  The full Register template and guidance notes for this can be found on the CPO Project Delivery Templates page on The Link  
http //thelink/how/Pages/find-the-cpo-project-delivery-templates.aspx.

Transfer the risks recorded at the bottom of the Principle 1 - Principle 12 tabs into the tools you are using to manage risks. This could be your initiative (including Project Server) or business master risk register. If you don't have a master 
risk register,  copy them into the template below, and manage the privacy risks using this form. 
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Executive Summary  
The ECLI service (the Service) enables emergency call-takers to receive automatically generated 
geographical information about the location of a caller when an “emergency call” (as defined under 
the Telecommunications Information Privacy Code 2003 (TIPC)) is connected to a mobile cellular 
network, from any mobile phone. 

In May 2017, MBIE launched the Service, and has since progressively enhanced it by adding new 
features, functions, and location methods; these and many other enhancements result in a highly 
available, robust system that is a critical part of the emergency calling service.  

The Service is successful in providing life-saving carrier-grade emergency telecommunications 
services to Emergency Service Providers (ESPs).  Providing prompt, precise, and accurate location 
information contributes to time savings for ESPs and improves their delivery and operational 
performance to save lives and property.   

Following requests from NZ Police and NZ Search and Rescue for the ECLI service to be extended, to 
provide location information for emergency response situations beyond 111 calls, the ECLI team 
developed a set of use cases, highlighting instances where an outcome could have been improved or 
changed if extended ECLI capability was available (ECLI Phase 2 Capability Extension Use Cases v1.0). 
The use cases were shared with the Office of the Privacy Commissioner (OPC), who gave their 
support for the extended use of the service in ‘active’ situations (where a device is now). Following a 
public consultation, the Privacy Commissioner authorised the extension of the service “to enable 
emergency services to more quickly locate people at risk of harm but who have not made a call to 
111”. 

On 7 May 2020 Amendment No7 of the TIPC came into effect, providing the regulatory framework 
for the extended use, known as Device Location Information (DLI).   

A Privacy Impact Assessment (PIA) - ECLI Phase 2 Extension was developed to identify the associated 
risks and processes to manage them. This was socialised with key external stakeholders as part of 
the wider consultation process and approved by the ECLI Business Owner in April 2021.  This PIA has 
been updated (in 2024) to reflect the current status and technology updates since 2021. 

 
In June 2023, MBIE and NZ Police sought the support of Ministers to prepare a Cabinet paper, in 
consultation with other relevant agencies seeking approval to extend the scope of the ECLI service. 
This Cabinet paper was subsequently approved by Ministers and the implementation of DLI is 
scheduled for 2024. 
 
With this implementation, ESPs will be able to leverage DLI in the following situation: 
 

• Extend emergency response coverage – Extend service coverage to emergency response 
situations beyond 111 calls and provide location information to ESPs and Search and Rescue 
(SAR) operations. The TIPC 2020 Schedule 4 enables and regulates the privacy aspects of this 
Service extension. Schedule 4 includes a new definition “Emergency Location Information” 
(ELI) in relation to information received, collected, used, processed, held, and disclosed in 
accordance with the TIPC 2020 Schedule 4. 

A foreseeable consequence of enabling the service extension to emergency response situations 
beyond 111 calls, is that the underlying technology (which technically enables device location 
information to be retrieved on request) has the potential to be leveraged by Public Safety 
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Organisations (PSOs) who may obtain warrants authorising the collection, disclosure, and use of 
device location information (DLI) for a purpose not authorised by Schedule 4 of the TIPC 2020.  

In these circumstances DLI will not be collected and disclosed under TIPC 2020 Schedule 4, but 
rather under the authority of the warrant issued. Unwarranted access to DLI for a purpose not 
authorised by Schedule 4 is not permitted. While the collection of any additional information by 
MBIE carries with it the consequence that this information may be accessed under the authority of a 
warrant, given the sensitivity of the information that may now be accessed through extension of the 
Service, this document discusses the following, additional, use case for the purposes of 
transparency.  

• Allow for warranted access to active location information as a consequence of the Service 
extension (i.e. where a device is now) – Provide active location information for public safety 
and law enforcement organisations to support their primary objectives in circumstances 
authorised by law (under a warrant). Where an agency seeks active location information for 
any purpose not specifically provided for in TIPC 2020 Schedule 4, any provision of such 
information would be subject to authorisation under the appropriate Act (e.g. Intelligence 
and Security Act or Search and Surveillance Act).  

 

Recommendations  
Considering this PIA, the following activities (in addition to existing Privacy protections) are 
recommended to ensure that the Service remains compliant with Privacy Act 2020 and TIPC 2020, 
therefore ensuring the privacy of the personal information collected. These recommendations are in 
order of priority and contribute to the reduction of the risk ratings:  

1. PS06 – ECLI Privacy Framework and PS08 Consult Privacy Commissioner – Finalise and 
implement the Privacy Framework for the Service extension to enable a standardised 
approach to lawful disclosure and use of location information by authorised parties. This will 
include reporting, assurance and governance structures to support transparency and ensure 
continued legal compliance. The Privacy Framework has been designed in collaboration with 
the ESPs and the Office of the Privacy Commissioner (OPC) was consulted regarding the 
overall framework. The Service will continue working with the ESPs and OPC to implement 
the privacy framework.  

2. SC12 – Monitoring and alerting – Implement and test the effectiveness of the enhanced 
monitoring and alerting for the ECLI Phase 2 Extension (e.g., being able to investigate sudden 
spikes within the Service).   

3. PS09 – Proactive release – Ensure relevant ECLI Phase 2 Extension information and 
documents are proactively released. 

4. PS10 – Extended background checks for named individuals – Ensure all users who have 
access to the Service undergo appropriate background checks relevant to their roles.  

5. SC32 – Privacy statement & Policy on website – Review and update Privacy statement and 
Policies on MBIE and ESP websites to ensure that the TIPC 2020 and Service extension are 
covered by their policies.  

6. SC33 – SOPs for Privacy – Ensure all relevant business standard operating procedures (SOPs) 
are created or updated to reflect the use case that will be implemented in Phase 2 ECLI 
Extension and use case that will be implemented because of this i.e. warranted access. 
Ensure any new or updated SOPs provided by the Service are communicated to all ESPs and 
PSOs.   
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The following recommendations are not directly related to a specific risk but have been 
recommended as additional compliance mechanisms:   

7. Reporting and Analytics – Guidance on data and analytic principles from the OPC1 for 
reporting purposes should be considered to support safe and effective data analytics.  

8. Regular Privacy Impact Assessments – Revisit this PIA each time a major enhancement or 
functionality change is proposed to ensure that any new risks are captured and addressed. 

 

Initiative Summary 
This PIA has been conducted to consider all privacy risks associated with the use cases that MBIE has 
identified for implementation at present.  Therefore, it is not limited to TIPC Schedule 4, but also 
includes a privacy impact assessment to identify risks associated with allowing warranted access to 
active location information and mitigation strategies in relation to the same. 

The proposed use of the Service extension to provide extended emergency response coverage is 
legal and is regulated by the TIPC. Further, the Service being called upon in relation to warrants 
authorising DLI collection and disclosure to PSOs is governed by the applicable law enforcement Acts 
providing warranted access. The two use cases of the Service extension will enhance New Zealand’s 
emergency services, search and rescue operations, public safety and law enforcement initiatives.   

From a social licence and benefit perspective, the risk to life or health and safety of an individual has 
a greater social benefit than the potential infringement on an individual person’s privacy.  Use of the 
Service for this purpose is demonstrably necessary and remains proportionate to minimising the 
potential privacy intrusions.  

Privacy safeguards and security controls will be in place to ensure the risk and potential harm of 
unlawful or unauthorised use or disclosure are managed within the Service.  

Detailed analysis of the privacy implications of the collection, use and disclosure of DLI, having 
regard to the two use cases above, is covered in the Privacy analysis section of this report.  

 

  

 
1 Principles for safe and effective use of data and analytics - https://privacy.org.nz/news-and-publications/guidance-resources/principles-
for-the-safe-and-effective-use-of-data-and-analytics-guidance/ 

 

 



 

 



 

 



 

 



IN CONFIDENCE 

MINISTRY OF BUSINESS, INNOVATION & EMPLOYMENT  Page 11 of 41 ECLI Phase 2 Extension – Privacy Impact Assessment 

Summary of Privacy Impact Assessment 
A privacy risk workshop with key project stakeholders including the ECLI Programme Director, ECLI 
Risk and Security Advisor and ECLI Senior Business Analyst identified privacy risks and rated the risks 
using the MBIE Risk Management Framework. The workshop participants also reviewed and 
identified the appropriate privacy safeguards and security controls in place to manage these risks.  

The risks related to the ECLI Phase 2 extension were then reassessed against TIPC 2020 Schedule 4 
and the twelve (12) information privacy principles of the Privacy Act and rated based on the 
consequence and the likelihood of the risk occurring.  

The risks were given a current risk rating considering the current privacy safeguards and security 
controls in place to manage that risk, as well as target risk rating that considers any additional 
privacy safeguards or security controls that will be in place for the ECLI Phase 2 Extension. 

A total of fifteen (15) privacy risks (Table 5 - PIA Risk Matrix) were identified; Two (2) were rated as 
Medium, nine (9) were rated as Low, four (4) were rated as Very Low and no risks were rated as High 
or Very High for the current risk ratings. This is because there are existing privacy safeguards and 
security controls in place for the Service and the effectiveness of these controls were assessed in the 
previous Security Accreditation for Phase 1 of the Service.  As most of the identified risks are already 
managed by the Service a cross reference of the correlated risks is shown in Table 6 – Privacy cross 
reference to existing ECLI Risk Matrix. 

See Privacy Impact Assessment section for the detailed privacy findings.  

Subsequently, twelve (12) privacy safeguards and twenty-four (24) security controls have been 
recommended to treat risk and enhance privacy. The workshop participants considered that with full 
application of effective security controls and the proposed implementation of the privacy safeguards 
the target residual risk ratings are lowered, with one (1) rated as Medium risk, ten (10) rated as Low 
risk, with the remaining four (4) reassessed as Very Low. 
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PIA Methodology 

Scope 
The scope of the PIA is for the Service extension, including the following activities:  

• Analysis and descriptions of the data flows as they relate to the collection, aggregation, 
storage, receipt, transmission and destruction of personal information contained in and 
transacted by the Service. 

• Analysis of the Information Privacy Principles (IPP), as they relate to the information and 
data flows in the Service and particularly in the context of TIPC 2020 Schedule 4; and 

• Identification, description, and assessment of risks to privacy including identifying privacy 
safeguards and security controls.   

Out of Scope 
Excluded from the scope of the PIA are:  

• The privacy analysis, assessment or review of systems that inform or receive data from the 
Service (e.g. mobile network operators (MNOs) systems, ESP systems);  

• Aspects of information security not relevant to Information Privacy Principle 5, i.e. integrity 
or availability considerations; and 

Sampling, testing or auditing of any security controls implemented by MBIE, Service Providers and 
ESPs.  

 

The Process 
 

The privacy risks have been reviewed and assessed in collaboration with the key stakeholders. 

This PIA was initiated in mid-to-late 2019, with a finalised version confirmed with the Office of the 
Privacy Commissioner at the time. Subsequently updates have been made to reflect Amendment No 
7 to the TIPC (which was issued as TIPC 2020 in December 2020), which specifically affects the 
Service. After this, in late June 2020, the new Privacy Act 2020 was passed, coming into effect from 1 
December 2020.  The current version of this PIA considers all of the previous and updates and 
changes to the Service technology since 2020 in preparation of the implementation of the DLI 
service into production. 

 

 

 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



 

 



IN CONFIDENCE 

MINISTRY OF BUSINESS, INNOVATION & EMPLOYMENT  Page 34 of 41 ECLI Phase 2 Extension – Privacy Impact Assessment 

Actions to enhance or minimise impact on privacy 
Following are the Privacy Safeguards and Security Controls identified to enhance the privacy of personal information stored and processed within the Service and manage the identified privacy risks.  

Privacy Safeguards 
Table 3 – Privacy Safeguards 

Reference Privacy Safeguards  Description 

PS01 Policies and procedures for 
collection, retention, use and 
disclosure of ELI 

MBIE personnel are not involved in the day-to-day handling of ELI for ESPs and DLI for warranted access. As such, MBIE’s written policies and procedures with respect to ELI/DLI relate to: 

• the design of the Service,  
• MBIE’s role (as the relevant government agency) in the administration and monitoring of the Service, and  
• the governance arrangements for the Service as a whole.  

The Terms of Reference for the governance board define MBIE’s privacy responsibilities in the governance of the Service.   

The Support and Operational Model (SOM) outlines the processes for support and operation of the Service. 

The MBIE System Security Certificate provides a summary of risk and assurance activities undertaken to ensure system security. This includes all phases from policy, design, implementation, testing and day to day operational 
practices. 

PS02 Breach of requirements policies 
and procedures 

Complaints or queries from the public about possible privacy breaches are directed to the relevant ESP or Network Operator. Information available on the MBIE website provides links to these agencies. Records retained by the ESPs 
are in accordance with the period defined in their data retention policies. 

The existing MBIE privacy complaints process will apply for any queries directed to MBIE. Escalation will be to the Director and Product Owner of the Service for investigation and resolution. 

The Emergency Location Information System (ELIS) Privacy Breach Notification Policy (effective 12 September 2022) provides guidance on how the relevant government agency for the ELIS (RGA) manages any breach affecting 
personal information. 

 

PS03 Controlling access to production 
data 

Access to production data is restricted to a minimal number of specified roles and named individuals. 

Multi-factor authentication is required for production access. Noting the vLAC Web UI and DLI Web application front-end web applications do not have multi-factor authentication. 

MBIE reviews continued business need of all staff access each quarter. 

ESP staff authorisation is fully managed by each ESP, not MBIE. 

MBIE does not have any visibility of the ESP authorisation process.  

PS04 Monitoring the usage of ECLI and 
ensuring compliance with the 
limitation on its retention 

ELI in the vLAC is stored for a maximum of only 72 hours and then purged. DLI for warranted access is purged on delivery to the PSO. The purge function has been tested and demonstrated to be effective. It is monitored to ensure 
continuous operation. Any failure of this function will trigger a Dynatrace alert.  

Use of and access to the vLAC environments and database is monitored and reviewed for unusual activity.   

The volumes of ELI/DLI requests by ESPs/PSOs, with longer term trending information, are reported monthly to the Service’s Director and Product Owner. Additional monthly reporting is then undertaken with ESPs and PSOs. 

Ad hoc activity reports can be generated, with various criteria to list these requests on the vLAC. MBIE will investigate unusual activity or request volumes.  

Audit reports that allow the Service to monitor ELI transactions and to check that the purge function is working do not include any personal information (PI) which could be used to identify a caller, their SIM card or their device. The 
ELI audit record is anonymised by the removal of the phone number (MSISDN), the equipment identification number (IMEI) & the Subscriber Identifier (IMSI). 

Each ESP/PSO will receive monthly summaries of their DLI requests to allow the ESP/PSO to reconcile and audit these against their systems. 

The Service may establish random audits of ELI and/or DLI accessed and will work with ESPs/PSOs to conduct such audits. 

PS05 Provision of relevant training to 
employees 

ESPs and PSOs have trained their staff on the collection, retention, use and disclosure of ELI and/or DLI.   

All staff involved in the administration of the vLAC, and/or have access to production data and/or anonymised reporting data are subject to the New Zealand Government Code of Conduct for the State Services Standards of Integrity 
and Conduct [https://ssc.govt.nz/resources/code/].  

Compulsory privacy training and an overview of operational policies relating to individual privacy has been provided to all staff of the Service as part of the induction process" 

PS06 ECLI Privacy Framework  Develop the ECLI Privacy Framework to enable a standardised approach to lawful disclosure and use of location information by authorised parties, in a way that recognises and supports both existing privacy protections, evolving 
expectations around non-disclosure of personal information, the societal value of location information, and the increasing potential for realising that societal value through advances in technology.  

PS07 Data Sharing and Use Agreement  Data Sharing and Use agreement in relation to the Service between MBIE, Fire and Emergency New Zealand, New Zealand Police, St John and WFA.  

OIA 9(2)(c)
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Reference Privacy Safeguards  Description 

PS08 Consult Privacy Commissioner  Use opportunity to raise and progress both overall framework with Privacy Commissioner, and specific immediate need for SAR use case changes and implementation.   

PS09 Proactive release Proactive release of information promotes good government, openness and transparency and fosters public trust and confidence in agencies. 

The TIPC 2020 Schedule 4 includes a requirement for MBIE to provide quarterly disclosure reporting to OPC. 

MBIE anticipates also providing an annual transparency report. 

MBIE will also initially (post-go live date of DLI), provide OPC  with copies of the monthly summary reports (sent to ESPs), for location agency monitoring to align with TIPC 2020 Schedule 4 clause 7(2)(c)   

PS10 Extended background checks for 
named individuals  

There will be extended background checks for named individuals who will have access to information stored within the Service.  

PS11 Disclosure Log DLI disclosures will be logged and reported to the Privacy Commissioner each quarter.  These reports will not contain PI, even in anonymised form. The Service website will publish annual transparency reports of DLI disclosures 
(without PI) to align with industry good practice. 

PS12 Assurance of Compliance Each ESP and PSO provided written compliance assurance at MBIE’s request.  Due diligence on this assurance included review of the ESP/PSO’s privacy safeguards, evidential demonstration of good process, and confirmation that 
the ESP/PSO system has certification and accreditation approval. MBIE reviewed and approved each ESP/PSO’s Standard Operating Procedures regarding ELI/DLI collection, usage and retention. For ESPs, MBIE reviewed the criteria 
and procedures for a) assessing serious threat, b) approving and escalating DLI requests to NZ Police, and c) NZ Police procedures for approving requests to collect DLI. For PSOs, the review focused on procedures relating to 
warranted access to DLI. 

Assurance compliance due diligence will apply if any other agency is authorised under TIPC 2020 Schedule 4 clause 2. 

Under the Data Use and Sharing Agreement (DUSA) between MBIE and Participating ESPs (NZ Police, FENZ, WFA and ST John), either party may conduct audits to verify compliance of either of those party’s obligations under the 
DUSA. 

 

Security Controls 

Table 4 – Security Controls 

Reference Security Controls  Description 

SC00  Comply with non-functional requirements Comply with non-functional requirements specified in the Service requirements.  

SC02 Access Control – Authorisation roles or policy Authorisation based on security groups’ roles or policy definition. This applies to Service administration users.  

SC08 Encryption of data at rest Data is encrypted at rest at the SAN layer. 

SC11 Audit logging Application audit logs are stored in a dedicated database table. OS and network logs are captured by MBIE’s existing SIEM (Splunk). 

SC12 Monitoring and alerting  Nagios for operational monitoring as per the Service Operational Monitoring Design. 

Dynatrace is used for the Location Platform operational monitoring and alerting. 

Red Hat’s Advanced Cluster Security (ACS) application will be used across ECLI’s OpenShift clusters for the purposes of SIEM and integrated into the ELI tenancy within the overall MBIE SIEM (Splunk). The 
use of the ACS application captures container and container platform events and insights.  

The Service is integrated into MBIE security reporting. 

SC13 Secure SDLC  Secure coding principles to address OWASP Top 10 vulnerabilities 

Code check-in/check-out 

Regular security vulnerability testing of code during development 

Code peer review 

Secure source code repository using role-based ACLs 

Security verification testing prior to penetration test 

SC18 Staff Vetting  ECLI Staff and/or Service Provider to obtain positive Police check of potential support staff before they are given logical or physical access to the Service. 

SC19 Purging of ELI records A Purge Task is configured to automatically run every five minutes to purge all Personal Information (PI) from the ECLI Service system that is 6 hours old.  The time is calculated from the start of the 111 
call. This is configured to purge service extension DLI location data that is 72 hours old. 

Monitoring of the Purge Task 

• The service is monitored by the ECLI operational support team The service is configured to automatically restart on failure 

• If the service does not run after a restart, a P3 incident is raised. 
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Reference Security Controls  Description 

PSO DLI data is purged on delivery to PSO’s and also purged after specific time limits as a default fail safe. 

SC22 Notification of incidents and breaches Service Provider will report all information security incidents and breaches to the affected agencies.  

The Emergency Location Information System (ELIS) Privacy Breach Notification Policy provides guidance on how the relevant government agency for the ELIS (RGA) manages any breach affecting personal 
information. 

 

SC23  Solution Certification & Accreditation The overall Service will be subject to the MBIE C&A Process. 

SC26 Operating system patching Patch operating system vulnerabilities. 

SC27 Application patching Patch software vulnerabilities. 

SC28 Restrictive administrative privileges The privileges of administrative/ privileged users are limited to only those required for their duties. 

Separation of user accounts and privileged accounts. 

SC29 Application whitelisting Prevention of unauthorised software executing on ECLI Service servers. 

SC31 Privacy Code of Practice from Office of Privacy Commissioner A TIPC 2020 has been published by the Privacy Commissioner.  See https://www.privacy.org.nz/assets/Codes-of-Practice-2020/Telecommunications-Information-Privacy-Code-2020-website-version.pdf 

SC32 Privacy statement & Policy on website ESPs and PSOs will satisfy this control requirement by updating their own websites with statements as required. 

SC33  SOPs for Privacy Relevant business SOPs are created or updated to reflect Privacy considerations and guidance for staff. Ensure the use cases defined for Phase 2 ECLI Extension are covered in the updated SOPs.  

SC34  End to end functional testing  System integration testing based on test cases, and test exit report. 

SC35 Security Penetration testing  Security verification testing performed by project. Security penetration testing by external auditor. 

Perform regular security penetration testing of the Service annually or when significant changes are made to the service.   

SC42 Contractual Agreement & SLA's with Vendor/ Service Provider Contracts with Datacom for the delivery and support of the Service. Datacom holds an agreement with Google for Google Maps API plan.  

SC43 Certified & Accredited data centre The DSCG IaaS is certified for government use and all certification artefacts will be reviewed.  

SC47 Staff code of conduct State Sector Code of Conduct applies to all government sector staff.  Individual private sector policies would apply for WFA, St John Datacom, and NZSAR volunteers who are not State Sector staff. 

SC51 Automated security testing  Automated security testing is planned to be implemented as part of the DevSecOps process.  

SC52 Specify hosting locations Specify that data is stored only in Australia or countries with equivalent privacy laws as New Zealand for services hosted in overseas cloud (e.g. Microsoft services).  

 

Refer to the ECLI Part A and Part B documents (Security Controls) sections for a complete list of the security controls. The table above only includes the security controls that have been recommended to mitigate the privacy risks 
identified in this PIA report.
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Conclusion  
This PIA identifies privacy risks arising from the ECLI Phase 2 Extension and outlines the relevant 
privacy safeguards and security controls for managing these risks. A privacy analysis was completed 
to ensure the lifecycle of personal information through its collection, use, retention, processing, 
disclosure and destruction is compliant with the Privacy Act 1993, Privacy Act 2020 and schedule 4 of 
the Telecommunications Information Privacy Code.  

The use case prioritised for ECLI Phase 2 Extension, and the consequential use case,5 will enhance 
New Zealand’s emergency services, search and rescue operations, and public safety and law 
enforcement activities.   

MBIE have considered the risks and benefits associated with the introduction of the new use cases 
for ECLI Phase 2 Extension and are satisfied that the benefits of the use cases outweigh the 
associated privacy risks. The principles of proportionality and necessity have been applied 
throughout the design.  

Privacy safeguards and security controls will be in place to ensure the risk and potential harm of 
unlawful or unauthorised disclosure are managed within the Service. Existing governance structures 
will be used to provide assurance of privacy and security protections. 

In preparation for ECLI Phase 2 Extension, the project developed a strategy for enabling lawful 
disclosure and use of location information from the Service. That strategy document highlighted the 
following activities that will be completed: 

• Develop ECLI Privacy Framework – Develop a high-level framework to enable a standardised 
approach for all parties related to lawful disclosure and the use of location information 
across all (or most) current and future potential use cases, in a way that recognises and 
supports both existing privacy protections, evolving expectations around non-disclosure of 
personal information, the societal value of location information, and the increasing potential 
for realising that societal value through advances in technology.   

• Implement initial extended ECLI and SAR use – Based on that framework, enable a 
standardised approach to lawful disclosure and use of location information in initial 
extended ECLI use case scenarios (per recent advice) and for the search and rescue (SAR) use 
case, as these use cases are advanced and technology-ready.  

• Consult Privacy Commissioner and MNOs – Use this opportunity to raise and progress both 
overall framework with the Privacy Commissioner, and the specific immediate need for ECLI 
Phase 2 Extension changes and implementation. Consult with MNOs on intended 
framework.  [Note: Completed, and encompassed within TIPC Amendment No 7] 

• Detail framework – Using any feedback from OPC, prepare framework in consultation with 
specific use case stakeholders as appropriate that will enable and regulate a standardised 
approach to lawful disclosure and use of location information across all categories of current 
uses, as well as providing a framework for potential future uses and evolving privacy 
expectations.  

• Work with Privacy Commissioner to enable framework to be implemented – Consult 
regarding the whole framework, considering in particular what MNOs need to have to be 
comfortable that they will be complying with their privacy obligations.  [Note: Completed, 
and encompassed within TIPC Amendment No 7] 

 
5 Refer to UC01 and UC03 in ECLI Phase 2 Capability Extension Use Cases V1.0  
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MBIE’s Certification and Accreditation process will be completed prior to the ECLI Phase 2 Extension 
go-live in order for MBIE and users of the Service to gain assurance that the Service has been 
configured securely and that privacy safeguards and security controls are in place and effective.  
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Appendix B – PIA Consultation 

Name Role Internal/External Consulted/Informed 

Alan Heward Security and Risk Advisor Internal Consulted 

Martien Duis Solicitor Internal Consulted 

Pam Harris ECLI Manager Service Enhancements Internal Consulted 

Susan Ng ECLI Senior Business Analyst Internal Consulted 

Peter Fernando Senior Associate, Duncan Cotterill External Consulted 

Tania Turfrey Manager Legal Services Internal Informed 

Shelley MacDonald Senior Solicitor Internal Informed 

Eve Kennedy Policy Advisor, Office of the Privacy Commissioner External Consulted 

Ian Martin NZ Police CMC (TCF NZSAR Working Party) External Consulted 

Win Van Der Velde NZSAR (TCF NZSAR Working Party) External Consulted 

Hon Kris Faafoi Minister for Broadcasting, Communications and 
Digital Media 

External Informed 

Hon Stuart Nash Minister of Police External Informed 
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Details 
Date  

Parties 
  

Name Ministry of Business, Innovation and Employment  

Short form name MBIE 
Notice details Address: 15 Stout Street, PO Box 5488, Wellington 

Email: pam.harris@mbie.govt.nz  

 Attention: ECLI Manager Service Enhancements 

  
Name Fire and Emergency New Zealand 

Short form name FENZ 

Notice details Address: Level 12, 80 the Terrace, PO Box 2133, Wellington 
Email: Paul.Turner@fireandemergency.nz 

 Attention: National Manager Response Capability 

  

Name New Zealand Police 
Short form name NZP 

Notice details Address: 180 Molesworth Street, Wellington PO Box 3017 

Email: michael.higgie@police.govt.nz 

 Attention: : Emergency Communications Centres National Operations Manager 
  

Name The Priory in New Zealand of the Most Venerable Order of the Hospital of St John of 
Jerusalem  

Short form name St John 

Notice details Address: 2 Harrison Road, Ellerslie, Auckland, 1051 

Email:  @stjohn.org.nz 

 Attention: Ambulance Communications Manager – Continuous Improvement 
  

Name The Wellington Free Ambulance Service (Incorporated) 

Short form name WFA 

Notice details Address: 19 Davis Street, Pipitea, Wellington 6011 
Email: @wfa.org.nz 

 Attention:  Executive Director 

  
 
 

  

OIA 9(2)(a)

OIA 9(2)(a)
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Background 
A In May 2017, MBIE established a service enabling emergency call takers to receive certain location 

information relating to emergencies and emergency calls (the ELI Service). The ELI Service receives and 
processes emergency location information (ELI) and makes ELI available to emergency service providers.  

B FENZ, NZP, WFA and St John (together the Participating ESPs) provide emergency services in New Zealand, 
including taking emergency calls. 

C Since establishment of the ELI Service, the Participating ESPs have been using the ELI Service to deliver 
better outcomes for New Zealanders.  

D MBIE is extending the scope of the ELI Service and requires usage information about the ELI Service to: 

(i) monitor and audit the use of the ELI Service in accordance with the Telecommunications 
Information Privacy Code 2020; 

(ii) demonstrate and monitor performance against the relevant key performance indicators for the 
ELI Service, including by demonstrating the benefits for users, stakeholders, and the public; and 

(iii) support enhancements to, and optimisation of, the ELI Service. 

E The parties are entering this agreement to record the terms on which the Participating ESPs will use the 
ELI Service, collect data in relation to that use and disclose that data to MBIE.   

F While MBIE and the Participating ESPs are the original parties under this agreement, the parties intend 
that other emergency service providers may join this agreement with MBIE’s consent.  
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Agreed terms 

1. Defined terms and interpretation 
1.1 Defined terms  

In this Agreement: 

Agreement means this agreement, including its Schedules and together with any variations agreed 
between the parties in accordance with clause 12.2. 

Business Day means any day other than a Saturday, a Sunday or a public holiday (as defined in the 
Holidays Act 2003) in Wellington, New Zealand. 

Code means Schedule 4: Emergency location information of the Telecommunications Information Privacy 
Code 2020. 

Commencement Date means the commencement date identified in the Key Details Schedule. 

Contact Centre means a contact centre for emergency calls operated by one or more Participating ESPs. 

ELI Service means the emergency location information service provided by the Relevant Government 
Agency (currently MBIE) to Participating ESPs. 

Emergency Call means:  

(a) an emergency telecommunication originating in New Zealand; and 

(b) any other telecommunication placed by a person using a device and requiring an emergency 
response.  

ESP means any public safety organisation that provides emergency services, including FENZ, NZP, St John 
and WFA.  

Emergency Call Related Data (or “ECR Data”) means any Data associated with an Emergency Call that a 
Participating ESP collects, stores, or shares under or for the purposes of this Agreement.  

ESP Representative means the person identified as such in the Key Details Schedule. 

Damages means liabilities, expenses, losses, damages and costs. 

Data means data or information in any format however generated, stored, processed, retrieved, or 
produced.   

Government Agency means any state or government and any governmental, local governmental, semi-
governmental, judicial, statutory or regulatory entity, authority, body or agency or any person charged 
with the administration of any law. 

Initial Term means the initial term identified in the Key Details Schedule. 

Key Details Schedule means Schedule 1 (Key details). 

KPIs means the then-current key performance indicators specified in Key Details Schedule. 

Location Agency has the meaning given to that term in the Code. 

MBIE Representative means the person identified as such in the Key Details Schedule. 

Participating ESP means:  

(a) at the Commencement Date, FENZ, NZP, WFA and St John; and  

(b) each ESP that joins this Agreement by accession under clause 8.1.  

Personal Information means all information subject to Privacy Laws. 

Privacy Laws means the Privacy Act 2020, the Unsolicited Electronic Messages Act 2007, the Health 
Information Privacy Code 2020, the Telecommunications Information Privacy Code 2020 (including each of 
its amendments) and any other legislation, principles, industry codes and policies relating to the handling 
of Personal Information. 
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Related Entity means, in respect of MBIE, any of the following: 

(a) any Crown Entity (as that phrase is defined in the Crown Entities Act 2004) that the MBIE 
monitors or is required to provide services and resources to under applicable legislation as 
notified to the ESP Representative by MBIE from time to time;  

(b) any ESP; and 

(c) any Government Agency. 

Relevant Government Agency has the meaning given to that term in the Code. 

Schedule means a schedule to this Agreement. 

Term means the term of this Agreement as set out in clause 2. 

1.2 Interpretation 

In this Agreement, unless the context requires otherwise: 

(a) derivations of any defined word or term shall have a corresponding meaning;  

(b) the headings to clauses are inserted for convenience only and shall be ignored in interpreting this 
Agreement; 

(c) the word including and other similar words do not imply any limitation; 

(d) a reference to a party includes its personal representatives, successors and permitted assigns; 

(e) a person includes any individual, company, corporation, firm, partnership, trust, unincorporated 
body of persons or government agency;  

(f) the plural includes the singular and vice versa; 

(g) a reference to a statute includes all regulations and other subordinate legislation made under that 
statute.  A reference to any legislation (including subordinate legislation) includes that legislation 
as amended or replaced from time to time; and 

(h) an obligation not to do something includes an obligation not to allow or cause that thing to be 
done. 

2. Commencement and term 
2.1 Commencement and Initial Term 

This Agreement starts on the Commencement Date and ends on expiry of the Initial Term, unless sooner 
terminated in accordance with its terms or extended in accordance with clause 2.2 (the Term). 

2.2 Extension 

(a) This Agreement expires at the end of the Initial Term unless the MBIE Representative and the ESP 
Representative agree in writing on or before the end of the Initial Term for the term to be 
extended for the extension period specified in the Key Details Schedule (or such other extension 
period agreed in writing).  

(b) The terms of this Agreement apply during any extension as they applied during the Initial Term 
unless the MBIE Representative and the ESP Representative otherwise agree in writing.  

(c) If this Agreement is extended, then upon expiry of the then-current extension period, this 
Agreement will expire unless the MBIE Representative and the ESP Representative agree in 
writing on or before the end of that extension period for the term to be extended for another 
extension period agreed in writing. 

3. Use of ELI Service 
3.1 Emergency Calls 

To provide maximum benefit and deliver the efficiencies agreed through the business case, each 
Participating ESP agrees to:  

(a) use the ELI Service when handling all Emergency Calls received by any of its Contact Centres;  
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(b) integrate use of the ELI Service, and capturing ECR Data for the purposes of this Agreement, into 
its processes for handling Emergency Calls; and 

(c) follow all standard operating procedures advised by MBIE from time to time regarding use of the 
ELI Service in relation to Emergency Calls. 

3.2 Use of ELI Service in accordance with the Code 

The parties acknowledge that the Code, authorises use of the ELI Service to enable a Participating ESP to, 
in accordance with the Code:  

(a) facilitate a response to an Emergency Call; and/or 

(b) prevent or lessen a serious threat to the life or health of an individual. 

4. Capturing and sharing ECR Data 
4.1 ECR Data capture 

Each Participating ESP will maintain a record of ECR Data in the manner and form described in Schedule 2 
(Data collection, protection, and sharing specification). 

4.2 Sharing of ECR Data 

Each Participating ESP will disclose ECR Data to MBIE in accordance with Schedule 2 (Data collection, 
protection, and sharing specification). Notwithstanding any other arrangements between any one or more 
Participating ESPs, each Participating ESP hereby authorises each other Participating ESP to disclose ECR 
Data in accordance with this Agreement.  

4.3 Processing and using ECR Data 

If any ECR Data is provided by a Participating ESP to MBIE in an anonymised way, MBIE will not process 
and use that ECR Data in a way, including matching the anonymised ECR Data with other data points, 
which results in the identification of any individual to whom that ECR Data relates. 

5. Use of ECR Data 
5.1 Monitoring, auditing, analytics, KPIs, enhancements, and optimisation 

MBIE may use the ECR Data shared under this Agreement for the purposes of:   

(a) monitoring and auditing the use of the ELI Service in accordance with the Code; 

(b) demonstrating and monitoring performance against the KPIs; and 

(c) supporting enhancements to, and optimisation of, the ELI Service, including undertaking analytics 
and identifying business intelligence in relation to the ELI Service. 

5.2 Form of reports 

MBIE may use the ECR Data to prepare reports regarding the use and benefits of the ELI Service, including 
with respect to the KPIs and in accordance with the Code, provided that such reports do not include any 
individual’s name, residential address, or phone number, nor disclose any other personal information 
contained within or derived from the ECR Data. 

5.3 Sharing reports with Participating ESPs 

MBIE will share any report created in accordance with clause 5.2 with the applicable Participating ESP.  

5.4 Sharing reports 

MBIE may share any report created in accordance with clause 5.2:  

(a) with any Location Agency, Government Agency, or minister of the Crown or parliamentary officer 
or body;  

(b) supplier of services and/or deliverables for the ELI Service or mobile operating system or device 
manufacturer ( ), provided such disclosure is subject to undertakings of 
confidentiality;  

(c) to the extent disclosure is required by law (including under the Official Information Act 1982); 

OIA 9(2)(b)(ii)
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(d) with prospective or current customers who use, or are considering using, any location service 
product provided by MBIE; or 

(e) in press releases or other marketing or informational material about the ELI Service. 

5.5 Publishing reports and data sets 

MBIE may publish any report created in accordance with clause 5.2, or any anonymised set of ECR Data, 
on a website or portal under the control of, or operated by, a Government Agency. 

6. Information and audit 
6.1 Privacy 

In performing this Agreement, each party will at all times comply with the obligations set out in Schedule 3 
(Privacy). 

6.2 Publicity 

Except as permitted by this Agreement, no party may make any media release or other public 
announcement relating to the existence of this Agreement or its terms, or the ELI Service, except with the 
other parties' prior written agreement. The Participating ESPs acknowledge that, in its capacity as the 
Relevant Government Agency under the Code, MBIE may make media releases or other public 
announcements regarding the ELI Service.  

6.3 Mutual audit 

(a) MBIE and each Participating ESP will co-operate with and assist each other in relation to any audit 
that either of them proposes to undertake to verify compliance with either of those party’s 
obligations under this Agreement.  

(b) Any audit will be undertaken remotely, without direct access to the other party's systems or 
premises, on not less than 20 Business Days' notice, and no more frequently than once in each 12 
month period (unless a party has reasonable grounds to consider that there has been non-
compliance with any material obligation under this Agreement, in which case the 12 months’ 
frequency restriction does not apply).  

(c) The party undertaking the audit will provide the other party with a full, unredacted, copy of any 
audit report (and all other documents generated as part of the audit) within 10 Business Days 
after completion of the audit. 

7. Changes to this Agreement  
7.1 Process of changes to this Agreement 

The MBIE Representative may, by written notice and in consultation with the ESP Representative, change 
this Agreement at any time. 

7.2 Consequences of changes  

Where MBIE has made a change to this Agreement in accordance with clause 7.1, if a Participating ESP 
reasonably considers that the change is materially detrimental to that Participating ESP, it may voluntarily 
exit this Agreement in accordance with clause 8.2. 

7.3 Suspension  

The MBIE Representative may, upon notice to the relevant Participating ESP, suspend a Participating ESPs’ 
access to and use of the ELI Service, in part or in full: 

(a) for non-trivial security, confidentiality, operational, or technical reasons or concerns; or 

(b) if a Participating ESP commits, or allows to be committed, a non-trivial breach of this Agreement. 

8. Accession, voluntary exit, and termination 
8.1 Accession by further ESPs 

An ESP who has been authorised as an emergency service provider under the Code may request to join this 
Agreement as a Participating ESP provided such ESP:  
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(a) executes a letter of accession in the form set out in Schedule 4 (Letter of Accession Template); 
and 

(b) delivers a copy of the signed letter of accession to MBIE. 

MBIE will countersign the signed letter of accession and return a copy to the ESP to confirm MBIE’s 
authorisation for that ESP to be a Participating ESP.  

8.2 Voluntary exit by Participating ESP 

A Participating ESP may at any time elect to discontinue its participation in this Agreement by giving the 
MBIE Representative not less than 90 days’ written notice. Upon expiry of that notice:  

(a) MBIE may retain any ECR Data already shared; and 

(b) the Participating ESP who gave notice is removed as a party to this Agreement with immediate 
effect, but remains subject to clause 8.4 (as if this Agreement had been terminated in relation to 
that Participating ESP). 

8.3 Termination by convenience 

MBIE may terminate this Agreement by giving the ESP Representative not less than 90 days’ written 
notice. 

8.4 Survival   

Upon termination or expiry of this Agreement (or exit by Participating ESP under clause 8.2): 

(a) MBIE may retain any ECR Data already shared under this Agreement; and 

(b) this clause 8.4 and clauses 9, 10, 11, and 12 together with other provisions that are by their 
nature intended to survive, will remain in full force and effect.  

9. Liability 
9.1 Exclusion 

Regardless of the head of loss, whether arising under contract, tort (including negligence), breach of 
statutory duty, or any other theory of liability, no party to this Agreement (the First Party) has any liability 
to another party except in respect of the First Party’s breach of this Agreement.  

9.2 Limitation 

If a party is liable for breach of this Agreement (the Breaching Party), then to the maximum extent 
permitted by law (except for wilful neglect, fraud or gross negligence), the following limitations and 
exclusions apply: 

(a) the Breaching Party is not liable for any loss suffered by any person as a result of information 
provided or not provided in the ELI Service, including for death or personal injury, any indirect, 
consequential, or special Damages, any loss of revenue, loss of profit, loss of business, anticipated 
savings, loss of goodwill, business opportunity, increased operating costs, or loss of reputation, or 
any third party loss; and 

(b) for any liability that is not excluded by clause 9.1 above, the Breaching Party’s aggregate liability 
under this Agreement during the Term is limited to $100,000.  

10. Warranties 
10.1 Mutual warranties 

Each party warrants and represents to the other parties that: 

(a) the execution and delivery of this Agreement has been properly authorised by all necessary 
corporate action; and 

(b) it has full corporate power and lawful authority and the legal power to execute and deliver this 
Agreement and to perform, or cause to be performed, their obligations under this Agreement. 
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10.2 Other warranties excluded 

The ELI Service is provided on an “as is” basis. To the maximum extent permitted by law, MBIE disclaims all 
other warranties, whether express, implied, or statutory, including any implied warranties of 
merchantability and fitness for a particular purpose, title, non-infringement and any warranties arising 
from course of dealing or course of performance. Each Participating ESP acknowledges and agrees that 
MBIE does not have any responsibility, and is not liable, for the accuracy, fitness for purpose, or content of 
the ELI Service. 

11. Dispute resolution 
11.1 Dispute resolution process   

Subject to clause 11.8, a party may not commence any arbitration or other proceeding relating to a 
dispute between the parties unless the party has complied with clauses 11.2 to 11.3. 

11.2 Dispute notice   

If there is a dispute between any of the parties in relation to this Agreement, any of the parties involved in 
the dispute (each an Involved Party) may give the MBIE Representative and the ESP Representative notice 
of the nature and details of the dispute. 

11.3 Negotiation and escalation 

(a) Within five Business Days of receipt of the notice of dispute, the MBIE Representative and the ESP 
Representative will meet and attempt to resolve the dispute. 

(b) If the dispute is not resolved within five Business Days of that meeting, any Involved Party may by 
written notice to the other Involved Parties (with such notice copied to the MBIE Representative 
and the ESP Representative) escalate it to senior managers of the Involved Parties who shall meet 
to endeavour to resolve the dispute. 

11.4 Arbitration   

If the dispute is not resolved within 20 Business Days of receipt of the notice of dispute under clause 11.2, 
any Involved Party may by notice to all other Involved Parties refer the dispute to arbitration (with such 
notice copied to the MBIE Representative and the ESP Representative).  The arbitration will be conducted 
in Wellington by a single arbitrator under the Arbitration Act 1996.  If the Involved Parties do not agree on 
an arbitrator within five Business Days of receipt of the notice referring the dispute to arbitration, the 
arbitrator shall be appointed by the President of the New Zealand Law Society (or his/her nominee) at the 
request of any of the Involved Parties. 

11.5 Appeals on points of law   

The parties waive any right to seek a determination by the court of a preliminary point of law (pursuant to 
section 4, Second Schedule to the Arbitration Act 1996) and to appeal on a question of law (pursuant to 
section 5, Second Schedule to the Arbitration Act 1996).  

11.6 Decision   

The arbitrator will determine the dispute and deliver to each Involved Party a written decision.  The 
decision must specify brief reasons for the decision. The decision will be final and binding on the Involved 
Parties. 

11.7 Continued performance   

Regardless of any dispute, each party shall continue to perform this Agreement to the extent practicable, 
but without prejudice to their respective rights and remedies. 

11.8 Urgent relief   

Nothing in this clause 11 will preclude a party from seeking urgent interlocutory relief before a court. 
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12. General 
12.1 Further assurance 

Each party will do all acts and things necessary to implement and to carry out its obligations under this 
Agreement. 

12.2 Amendments 

Except as otherwise provided in this Agreement, this Agreement may only be amended, supplemented or 
novated in writing executed by all parties. 

12.3 Notices 

(a) Any notice given pursuant to this Agreement will be deemed to be validly given if personally 
delivered, posted, or sent by electronic means, to the address or email address of the party set 
out in the “Parties” section of this Agreement or to such other address or email address as the 
party to be notified may designate by written notice given to all the other parties. 

(b) Any notice given pursuant to this Agreement will be deemed to be validly given: 

(i) in the case of personal delivery, when received; 

(ii) in the case of posting, on the second day following the date of posting; 

(iii) in the case of electronic transmission by email, at the time of transmission, provided that 
an email is not deemed received unless (if receipt is disputed) the party giving notice 
produces a printed copy of the email which evidences that the email was sent to the 
email address of the party given notice. 

12.4 Entire agreement  

This Agreement constitutes the entire agreement, understanding and arrangement (express and implied) 
between the parties relating to the subject matter of this Agreement and supersedes and cancels any 
previous agreement, understanding and arrangement relating thereto whether written or oral. 

12.5 Governing law  

This Agreement is governed by the laws of New Zealand and the parties submit to the non-exclusive 
jurisdiction of the courts of New Zealand. 

12.6 Assignment 

(a) No Participating ESP may assign, transfer, novate, or subcontract this Agreement, or any of its 
rights or obligations under this Agreement, without first obtaining MBIE’s written consent. 

(b) MBIE may, assign, transfer or novate any or all of its rights and obligations under this Agreement 
to any Related Entity by giving notice in writing to the ESP Representative. 

12.7 Counterparts 

This Agreement may be executed in any number of counterparts (including facsimile or scanned PDF 
counterpart), each of which shall be deemed an original, but all of which together shall constitute the 
same instrument.  No counterpart shall be effective until each party has executed at least one 
counterpart. 
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Execution 

EXECUTED as an agreement 

For and on behalf of  
Ministry of Business, Innovation and Employment by: 

 

 

 

 

 

 

 

Signature of authorised signatory 

James Hartley–General Manager Digital, Communications 
& Transformation 

  Name of authorised signatory 

For and on behalf of  
The Wellington Free Ambulance Service 
(Incorporated) by: 

 

 
 Signature of authorised signatory 

Kate Jennings – Executive Director  - Clinical 
Communications and Patient Coordination. 

  Name of authorised signatory 

 
For and on behalf of  
Fire and Emergency New Zealand by: 

 

  

 Signature of authorised signatory 

Kerry Gregory, DCE Service Delivery 

  Name of authorised signatory 

 

For and on behalf of  
New Zealand Police by: 

 

 
 Signature of authorised signatory 

Michael Higgie 

  Name of authorised signatory 

For and on behalf of  
The Priory in New Zealand of the Most Venerable 
Order of the Hospital of St John of Jerusalem by: 

 

 
 Signature of authorised signatory 

Cameron Brill, DCE Corporate Operations 

  Name of authorised signatory 
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1.3 Priority Category or Event Type 
Each Participating ESP will advise MBIE in writing if the Participating ESP changes its coding system for any 
of the following fields (as identified in the table in paragraph 1.1 above), to assist MBIE to adjust its upload 
processes and reports: 

(a) NZP 

Acceptance Type Code 

Closure Type Code 

Highest Priority 

Result 

 

(b) STJ 

Priority Description 

 

(c) WFA 

Category_Type 

 

(d) FENZ 

EventType 

 

2. Password arrangements 
2.1 Password length requirement 

Each password must be 16 characters in length (or longer) and aligned to NZISM requirements for 
password length (as NZISM is updated from time to time). 

2.2 Password for encryption of ECR Data files 
Each Participating ESP will advise MBIE, via a separate email or SMS text, of each password used by the 
Participating ESP when encrypting any ECR Data files shared with MBIE. The password used by the 
Participating ESP does not need to be unique to each ECR Data file. 

3. Anonymization, obfuscation and hashing of ECR Data 
3.1 Anonymization by removing individuals’ names 

Each Participating ESP will remove from its ECR Data any individual’s name. No Participating ESP will 
remove any information in the fields specified in paragraph 1.1 above (as some of those fields, such as 
address, are required by MBIE to confirm the accuracy of the ECR Data).  

3.2 Mobile phone number obfuscation and hashing 
Except to the extent agreed in writing with MBIE, each Participating ESP will obfuscate and hash each 
phone number in the ECR Data as follows: 

(a) using a pepper string managed in accordance with paragraph 3.3 below. A “pepper string” is a 
random string of characters applied to the mobile phone number before that number is hashed; 
and 

(b) hashed using an algorithm advised by MBIE from time to time. 
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3.3 Pepper string arrangements  

4. Sharing ECR Data with MBIE 
4.1 Provision of baseline data 

Except to the extent agreed in writing with MBIE, within 20 Business Days after each Participating ESP 
becomes a party to this agreement, that Participating ESP will share with MBIE the following baseline 
values to assist MBIE with its key performance indicators (KPI) reporting: 

Average address verification times 

(a) average address verification times prior to the Participating ESP commencing use of the ELI 
Service, for the period between May 2016 and June 2018; and 

(b) average address verification times since the Participating ESP commenced using of the ELI Service, 
for the period between May 2016 and June 2018. 

4.2 Format 

4.4 Frequency of sharing  
(a) Within 20 Business Days after each Participating ESP becomes a party to this agreement, the 

frequency and timing by which each Participating ESP will commence sharing regular ECR Data 
feeds with MBIE will be agreed between MBIE and each Participating ESP.  

(b) If agreement between MBIE and a Participating ESP is not reached by expiry of the time period in 
(a) above, that Participating ESP will share the ECR Data with MBIE, on a consistent regular daily 
or weekly basis, and at a consistent regular time of day, each as determined by the Participating 
ESP and notified to MBIE.  

 

OIA 9(2)(c)

OIA 9(2)(c)
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Schedule 3 – Privacy 

1. Privacy requirements 

1.1 MBIE’s role under Privacy Laws 
Under the Code, MBIE is the Relevant Government Agency responsible for the Emergency Location 
Information System (ELIS) system which receives and processes emergency location information (ELI) and 
makes ELI available to emergency service providers (including the Participating ESPs). MBIE will at all times 
comply with all Privacy Laws in relation to Personal Information obtained under this Agreement. MBIE will: 

(a) procure that access to such Personal Information is given only to its personnel who reasonably 
require access for a lawful purpose;  

(b) notify the relevant Participating ESPs if MBIE becomes aware of an actual or potential breach of 
the Privacy Laws by itself or any of its personnel or receives a privacy complaint relating to 
information provided by or in respect of a Participating ESP; 

(c) provide the relevant Participating ESP with any information or assistance reasonably requested by 
the Participating ESP for the purposes of investigating an actual or potential breach of Privacy 
Laws or a privacy complaint; 

(d) co-operate with the relevant Participating ESP to rectify or minimise any breach of Privacy Laws or 
any privacy complaint; and 

(e) co-operate, and provide the relevant Participating ESP with assistance in co-operating, with any 
investigations or recommendations made by a privacy regulator in connection with the handling 
of such Personal Information. 

1.2 Participating ESP obligations 
Having regard to MBIE’s role identified in paragraph 1.1 above, each Participating ESP will at all times 
comply with all Privacy Laws in relation to Personal Information. Without limiting the foregoing, each 
Participating ESP must: 

(a) ensure that access to the Personal Information is given only to its personnel who reasonably 
require access for a lawful purpose;  

(b) immediately notify MBIE if that Participating ESP becomes aware of an actual or potential breach 
of the Privacy Laws by itself or any of its personnel or receives a privacy complaint; 

(c) promptly provide MBIE with any information or assistance reasonably requested by MBIE for the 
purposes of investigating an actual or potential breach of Privacy Laws or a privacy complaint; 

(d) comply with all directions given by MBIE to rectify or minimise any breach of Privacy Laws or any 
privacy complaint; and 

(e) co-operate, and provide MBIE with assistance in co-operating, with any investigations or 
recommendations made by a privacy regulator in connection with the handling of Personal 
Information. 
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Schedule 4 – Letter of Accession Template 

Letter of Accession 
Date  [insert date] 

Acceding Party [insert acceding party’s full legal name] (Acceding Party) 

Background 

A. The Ministry of Business, Innovation and Employment (MBIE), [Fire and Emergency New Zealand (FENZ), New Zealand 
Police (NZP), the Priory in New Zealand of the Most Venerable Order of the Hospital of St John of Jerusalem (St John) and 
The Wellington Free Ambulance Service (Incorporated) (WFA)] are parties to a Data Use and Sharing Agreement in
relation to the Emergency Location Information Service (Agreement) dated [insert date]. [FENZ, NZP, St John and WFA] 
are Participating ESPs under the Agreement.

B. Clause 8.1 of the Agreement contemplates that, subject to MBIE’s authorisation, other ESPs may join the Agreement by
executing a letter of accession in this form.

C. The Acceding Party signs this letter of accession for the purpose of becoming a Participating ESP under, and being bound 
by, the Agreement.

Terms of accession 

1. The Acceding Party confirms that it has been supplied with a copy of the Agreement.

2. The Acceding Party covenants with the parties to the Agreement (whether original or by accession) to observe, perform
and be bound by all the terms of the Agreement to the intent and effect that the Acceding Party is deemed to be a party
to the Agreement, as a Participating ESP (in addition to any other Participating ESPs).

3. The Acceding Party’s notice details for the purposes of the Agreement are:

4. Subject to MBIE’s authorisation, as evidenced by MBIE’s countersignature of this letter, the Acceding Party will be a
Participating ESP under the Agreement from the date of this letter.

Execution 

Address: [insert] 

Facsimile: [insert] 

Email: [insert] 

Attention: [insert] 

For and on behalf of  
[insert Acceding Party’s full legal name] by: 

Signature of authorised signatory 

Name of authorised signatory 

By countersigning this letter, MBIE authorises the Acceding Party to become a Participating ESP for the 
purposes of the Agreement 

For and on behalf of the 
Ministry of Business, Innovation and Employment 
by: 

Signature of authorised signatory 

Name of authorised signatory 

 

 




