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Private and confidential

This report is provided solely for the
Electoral Commission for the purpose for
which the services are provided. Unless
required by law you shall not provide this
report to any third party, publish it on a
website or refer to us or the services
without our prior written consent. In no
event, regardless of whether consent has
been provided, shall we assume any
responsibility to any third party to whom
our report is disclosed or otherwise made
available. No copy, extract or quote from
our report may be made available to any
other person without our prior written
consent to the form and content of the
disclosure,

Users of the report

Our deliverables are intended solely for
the use of the Electoral Commission. This
report contains confidential information.
Please treat the report with confidentiality
in every respect.

Standards for this engagement

Our engagement does not constitute a
review or audit in terms of standards
issued by the External Reporting Board.
Accordingly, this engagement was not
intended to, and does not, result in either
the expression of an audit or assurance
opinion nor the fulfilling of any statutory
audit or other requirements.

We performed our engagement in
accordance with relevant ethical
requirements of the Code of Ethics
issued by the New Zealand Institute of
Chartered Accountants, and appropriate
quality control standards.

Karl Le Quesne
Electoral Commission
34/42 Manners Street,
Te Aro,

Wellington 6011

28 March 2024

Electoral Management System (EMS) Controls Assessment
Kia ora Karl

Thank you for the opportunity to perform this engagement for the Electoral Commission.

Our engagement was performed, and this report was developed, in accordance with our All of
Government Consultancy Services Order (CSO) dated 12 June 2023, and is subject to the terms and
conditions outlined in the CSO. Our work was limited to the specific procedures and analysis
described in the CSO. Our work was performed in July and October 2023 with interim findings from
stage one shared in August 2023.

The observations in this report are based off the evidence gathered throughout the engagement, and
are limited by the accuracy of the information provided by the Electoral Commission.

| would like to thank the staff members that we have directly worked with for their time and
contribution. Please feel free to contact us if you have any questions or require further information.

Nga mihi,

!a!lner

PwC New Zealand (Wellington)

PwC New 7na|and
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Key messages

During Stage One of this engagement, we identified several areas for the Electoral Commission to strengthen processes and controls. In
response, the Commission made numerous improvements to the control environment. These improvements were evident in Stage Two of
our engagement, with only three medium and one low risk area for the Commission to consider in advance of future elections.

Context

With full knowledge that the financial control environment was
suboptimal, the Commission proactively engaged PwC to complete

this assessment. Many of the control weaknesses stem from the use

of EMS, which is not fit for purpose as a financial management
system. As a result there are numerous manual processes and
controls in operation across the 65 electorates.

Working within these constraints, the Commission sought PwC’s
advice on where processes and controls could be strengthened.

Summary of Stage One assessment

Stage One focussed on the design of existing controls within
Electorates and, specifically, the EMS controls. By way of context,
EMS is only used to manage 5% of the Electoral Commission’s
budgeted spend.

During Stage One we noted:
e several control gaps

e that there was a risk of unidentified fraudulent or erroneous
transactions being processed

e that the comparatively small Electorate budgets should allow
Finance to identify any major errors or frauds (i.e. exceeding
$10K) - albeit potentially not until after the election.

EMS controls assessment
PwC

After Stage One we provided pragmatic control
recommendations to help reduce risk for Election 2023.
These recommendations included:

e enhancing and centralising controls for purchase orders and
vendor master data

e enhancing controls around bank accounts, Eftpos cards and
financial review of expenditure

e improving documentation on financial review processes.

The Commission considered our findings and recommendations
and addressed the top risks as efficiently as possible within the
constraints of their environment.

Key enhancements implemented included:

1. establishing an HQ Support Role to fulfil financial
administration duties

2. scanning all source documents to the National Office to
ensure documents are reviewed and paid on time

3.  issuing new Eftpos card daily transaction limits

4.  conducting monthly national office control check
reconciliations (N.b. this was not tested by PwC).

These enhancements represented a significant improvement from
Stage One. Residual risk observations, where some risk remains,
are discussed in the Stage Two summary.

A summary of the key processes and controls, including any
remaining gaps, is included in Appendix Il of this report.
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Key messages

Summary of Stage Two assessment

The majority of key controls that we sampled during Stage Two were found to be operating as designed. The remaining areas of medium and low risk
should be considered by the Commission as potential areas of improvement for the next election. More detail on these are included in in Appendix | of

this report.

As part of Stage Two we tested 27 key controls at the National Office and across five electorates.

Kalpara ki * - East Coast Bays

Mahurangi

« Wairarapa
« Hutt South

» Waimakariri

Overall,

we

The majority (23/26) of found...

key controls tested
operated as described

One low-risk observation relating to reporting being
unavailable to support EM budget reviews.
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